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The manual Bookmarksyou havein your handsisaprecioustool to stop hate speech
and strengthen human rights. You may ask: “Why should we bother? Don’t people
have the right to express themselves freely in a democratic society?’ It is true that
freedom of expression isafundamental human right that appliesalso to ideasthat
may ol'ehd, shock or disturb people.mjt exercising this right carries clear duties
and responsibilities.@bte speech isnot “protected” speech; words of hate can lead
to real-life crimes of hate, and such crimes have already ruined and taken the lives
of too many people.

Hate speech hasbecome one of the most common forms of intolerance and xenophobiain Europe today.[£]
Of particular concern is the increasing presence of hate speech in political discourse and how it has be-
come commonplace in the public sphere, in particular via the Internet [Mhen the unacceptable startsto
be accepted, becomes“the norm”, there isatrue threat to human rights. The No Hate Soeech Movement

of the Council of Europe waslaunched to reduce the acceptance of hate speech online and put an end to
its “normalisation”.

No one would deny that the Internet provides uswith remarkable new tools for communication, solidar-
ity, organising social change and entertainment [Ahd yet we must not let it be misused as an instrument
of online torture and propaganda for the industriesand ideologies of hate. Freedom of expression online
must also mean freedom from fear online.

The Council of Europe has been a pioneer in deElng hate speech and in calling for the condemnation

of racism and xenophobia on the Internet. Legal measures are very important, but they are not enough.m
Education isthe only long-term solution:to prevent hate speech, to denounce hate speech and to promote
solidarity with the victims.

Learning about, through and for human rights is essential in maintaining an active climate of human
rightsin the face of the rapid changes which our societies are facing today. This is especially relevant to
children and young people, and nowadays should certainly be an integral part of education about media
and Internet literacy.

The No Hate Speech Movement campaign of the Council of Europe s carried out by young people them-
selves: they called for its creation and are deciding how it isrun. Thisisimportant because it is also young
people who are among the most regular victims of human rights abuse online through various forms of
hate speech and bullying.

I hope thisguide [(nldsitsway into schools, youth centres and youth organisations—and onto the Internet
too.l encourage students, educatorsand othersto useit freely and to join in with the campaign. Let ususe
Bookmarksto make a stand against hate speech.

O Z /= ——

Thorbjern Jagland
Secretary General of the Council of Europe
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We would like to express our gratitude to all those who contributed
to thismanual, with their suggestions and feedback, in particular:
J[TiThe members of the Follow-up Group of the No Hate Speech
Movement campaign, chiel__ykhe representativesof the Advisory
Council on Youth and of the European Seering Committee on
Youth, and the observers representing the European Seering
Committee on Educational Policy and Practice, the European
Youth Information and Counselling Agency, the European Youth
Forum, the Buropean Youth Card Association, the EEA Norway
Grantsand the online activists.
{Daudia Len[({lThe Eiuropean Wergeland Centre), Anni Slitanen
(Insafe) and Vitor Tomé (consultant).
{ZAnne Weber (Oide of the Commissioner for Human Rights),
Gordana Berjan (Children’s Programme), Lee Hibbard, Bvana
Thaci and James Lawson (Internet Governance Unit); Paula Eck-
Walters (Secretariat of the European Commission against Racism
and Intolerance); Josef Huber, Yulia Pererva (Education Depart-
ment); Anca-RuxandraPandea, Menno Btema, Aileen Donegan,
Qlaire Uslihski and Maud Hol'bhan Boivin (Youth Department),
all at the Council of Europe.
We have made all possible e[@rts to trace references of texts and
activities to their authors and give them the necessary credits. We
apologise for any omissions and will be pleased to correct them in
the next edition.
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chAPteR 1
ABOut the MAnuAl

1.1int ROductiOn tOthe MAnuAl

Thismanual has been designed to support the No Hate Speech Move-

ment, the Council of Europe’s youth Campaign against hate speech =~ ticks and stones may break
online,and will be useful for educatorsworking to addressthisproblem, = ™ bon‘% but words can never
both inside and outside the formal education system. The manual is hurt me

designed for working with young people aged 13 to 18; however, activi- = D0 you agree?

tiescan be adapted to other age rangesand other pro@s of learners.

Bookmarkswas[£8t published at the beginning of 2014 and hasalready been translated into 10languages.
In this revised edition, the manual has been updated to include the most recent information about the
No Hate Speech Movement youth campaign and about the Council of Europe Guide to Human Rghtsfor
Internet Users. Thishas also resulted in three new educational activitiesin this edition.

The need for educational initiatives which target cyberhate can partly be seen in the growing amount of
abuse to be found on the Internet, much of which isextreme and racist in tone and can threaten the fun-
damental values of a democratic society. However, cyberhate is not just a problem related to racism and
discrimination; it isalso aproblem related to the way that people use the Internet. Thismakesit arelatively
new phenomenon,and onewhich isnot fully recognised or understood. The ‘novelty’ of online hate speech
meansthat thisisa problem that the world does not yet quite know how to deal with.

Many existing attemptsto combat cyberhate tend to focus on controlling mechanisms: cutting out the
hate when it appears. The approach in these pages views hate speech as a symptom of adeeper problem.
The activitieshave been designed to addressthe underlying causesof hate speech aswell aslearning how
to deal with it when it occurs.

Hate speech onlinerepresentsthe leal®kofa particularly maliciousplant, whoserootsliedeep in society.
Pruning the lealk cannot addressthe wider causes of the problem.

A huMAn Right SAPPROAch

The activitiesin the manual should help young people in developing the knowledge, skills and attitudes
which will be needed ifthe Internet isto relgkt the fundamental principleswhich have been established for
thereal world. Those principleswere drawn up and agreed on over 60 yearsago: they are known ashuman
rights, and they relekt the basicdignity of every human being, their equality in rights, their freedom, and
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their role in deciding and establishing the rules which should govern our daily existence.

Like the youth Campaign, thismanual sees hate speech asahuman rightsconcern and the approach used
in the activitiesisbased on human rightsprinciples and standards. This makes the manual useful not only
in addressing online hate speech but also as a way of understanding human rights themselves and the
way they apply both in o[fZihe aswell asonline settings. You can ['ild more information on the educational
approach in Chapter 3, and some basic information about human rights online and olfihe in Chapter 5.

deMOcRAcy And citizenShiP...Online

The manual is based on the [ belief that online space is public space, and hence, all principles of a
democraticsociety can and should apply online. In thiscontext, therole of young peopleonlineisextremely
important in combating hate speech.

Young people are citifhsonline, which meansthey can expresstheir aspirationsand concernsonline, take
action, and hold accountable those who violate human rights online. What’s more, they can be human
rightsdefendersonline.

The online space is also a space for participation, including the awareness about Internet governance
processes. The manual explores, through activities, ways of interaction online, how young people can take
action online and how they can campaign online for abetter and safer Internet.

Background themes related to democracy, online campaigning and Internet literacy are included in
Chapter 5.

1.2t he PROBI eM Of hAt e SPeech Online

neW POSSiBil itieS,neW dAngeRS

The possibilities for human interaction have exploded with the coming of the Internet. The Internet
has given us the possibility, in theory, to communicate with almost

any other person in the world; it haseven madeit possible, in theory, | Doyouknowwhat'sout there?
for one thought in aback room in asmall and unknown corner of the | Seepage151for someexamples.
world to be picked up by every other person! Everyone with accessto | Ordoan onlinesearch yourself.
the Internet isnow both publisher and public speaker. Few, it seems,

can interfere with what we want to say.

Thisisanovelty that few would want reversed, but it should not surprise
usthat the ever-expanding world of online interaction has also come to
rel’ekt and feed backinto many of the dilZidultiesthat human beingshave = 18 it €asier to speak our darkest
historically encountered in their ‘real’ existence. Intolerance and ‘hate’ have | thoughtsonline?

been afeature of human society almost since time began. A number of

studies have seen an increase in these attitudes over recent years.

Who'’s checking!?

The problem isthat if there islesstolerance of dilldrence, and if the constraintson that intolerance are not

Bookmarks - Combating hate speech online through human rights education
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watched, then intolerance — and hate —will [nld expression, both in the thingsthat people do and in the
thingsthey say. The Internet hasopened up new waysof saying things,and it hasopened up new avenuesto
say them to more people. The constraints, however,on what we can say online are far fewer than those which
exist olihe: we can say thingsover the Internet that we would not dare to say in publicin the ‘real’ world.
If hate speech ol fiihe isa problem that societies have recognised, and found the need to address, isonline
hate speech something that we can ignore?

Whichisworse...?

Spoken at apublicmeeting

“If you're gay—get a cure.
Then join the human race”

theextent Of the PROBI eM

“Iwill rapeyou tomorrow at 9pm. Shall we meet near your house?7??"
“We dont want you here, stay in your own country and destroy it, not ours!!!”2
“You'reasilly ****. Your mother’sa wog and your dad isa rapist ™

Monitoring the amount of hate speech online is notoriously dilEdult. In fact, it is precisely this dilty
which makes it so easy for those who want to spread hate to do so online, and makes it so dilZdult for
governments,or others, to control. Afew organisationshave attempted to track the extent of the problem.
All of them have found that online hate appearsto be increasing.

Anincreasein hate sites

The 2011 edition of the Smon Wiesenthal annual Digital Terror & Hate Report* notes a 12% increase to
14,000 “problematic social networks websites, forums, blogs, twitter, etc. (up from 11,500 last year), com-
prised on the subculture of hate”.

{The Internet Security system, Websense, which claimsto betracking about 15,000 ‘hate and militancy’ sites,
reported that racism, hate, and militancy sitestripled in number during 2009.5

Bookmarks - Combating hate speech online through human rights education
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Other studies have tried to investigate the extent to which young people are encountering hate in their
online activities.

Young people and online hate

{BbrossEurope, 6%0f 9to 16-year-old Internet usersreported having been bullied online,and 3% confessed
to having bullied others.®

[46% of young Internet usersin Canada say they have posted commentson the Internet that were hateful
towardsa person or group of people.’

[FB% of the respondents of an online survey stated they had encountered hate speech online on a
regular basis. The three most recurrent targetsof hate speech were: LGBT people (70%), Muslims (60%)
and women ®

endnOteS

1 Tweet to SellaMcCreasy (UKMember of Parliament)

2 From the Facebook page ‘Bugger o|3\sylum Seekers’

3 Tweet sent out when afootballer—Fabrice Muambaoriginally from the Democratic Republicof Congo —sul'8red
acardiac arrest during afootball match.

4 Digital Terrorism and Hate Report launched at Museum of Tolerance, February 2011
www.wiesenthal.com/site/apps/ninet/content2.aspx=IsKWLbRILNF&b=4441467&ct=9141065

5 Racism, hate, militancy sites proliferating via social networking, Networkworld, May 2009
www.networkworld.com/news/2009/052909-hate-sites.html

6 From asurvey by BJ KidsOnline:
www?2.Ise.ac.uk/media@lse/research/ BJKidsOnline/ BJ%20Kids%2011%20(2009-11) BUKidsOnlinellReports/
Final%20report.pdf

7 From ‘Young Canadiansin a Wired World’, anational school-based survey of 5,272 children and youth in Grades
4to 11,and qualitative research E\dingsfrom focusgroupswith parentsand young people aged 11 to 17,2003
—2005.

8 Council of Europe online survey in view of the No Hate Speech Movement, 2012.
www.coe.int/youthcampaign

Bookmarks - Combating hate speech online through human rights education
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chAPteR?2

nO hAt e SPeech MOveMent

thecOuncil Of euROPe yOut h cAMPAign
f ORhuMAnN Right SOnline

“Hate speech, as del'fled by the Committee of Ministers of the Council of Europe, covers all forms of
expression which spread, incite, promote or justify racial hatred, xenophobia, antisemitism or other
forms of hatred based on intolerance, including: intolerance expressed by aggressive nationalism
and ethnocentrism, discrimination and hostility against minorities, and migrants and people of
immigrant origin. For the purpose of the campaign, other forms of discrimination and prejudice, such
asantigypsyism, christianphobia, islamophobia, misogyny, sexism and discrimination on the grounds
of sexual orientation and gender identity fall clearly within the scope of hate speech.”

Presentation of the campaign —www.nohatespeechmovement.org

2.1ABOut t he cAMPAIgn

The Council of Europe’s campaign against online hate speech was launched on 22 March 2013 and runs
until the end of 2017. The st phase of the Campaign (2013-2015) was designed to raise awareness of the
problem, change attitudes towards it and mobilise young people to act against it. The second phase of
the Campaign (2015-2017) will focus more on educational responses and prevention strategies. The No
Hate Speech Movement youth campaign is part of the Council of Europe’s wider elidrts to promote hu-
man rightsonline.

The Council of Europe viewshate speech asathreat to democracy and human rights. The No Hate Speech
Movement hashuman rightsat itscore but isnot only about using legal mechanismsto combat cyberhate
—nor isit necessarily about ‘cutting out the hate’ wherever it occurs. The Campaign encourages respect
for freedom of expression and aims to develop alternative responses to hate speech, including preven-
tion, education, awarenessraising, the development of self-regulation by users and encouraging support
for victims. In essence, the Campaign is about promoting human rights online, and making the Internet
a safer spacefor all.

cAMPAign gOAI S

The Campaign addresses and combats hate speech by mobilising young people asactorsand multipliers
for a culture of human rights and democratic citilehship, online and olfihe.

Bookmarks - Combating hate speech online through human rights education 11
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The Campaign hasthe following goals:

(&0 raise awareness about hate speech online and olfihe

I o} support human rights education activities for action against hate speech and the risks it poses
for democracy and to the well-being of young people

«[Zo develop and disseminate toolsand mechanismsfor reporting hate speech, especially in itsonline
dimension, including at national level

(&30 mobilise national and European partners to prevent and counter hate speech and intolerance
online and ol%ihe

I o} promote media literacy and digital citiEhship and support youth participation in Internet
governance

«[£ifo contribute to the implementation of the Council of Europe Action Plan on the |i_glht against
violent extremism and radicalisation leading to terrorism, notably by addressing root causesfor
the violent radicalisation of young people.

the cAMPAiIgn t OOI S

nAtiOnAl cAMPAign cOMMitteeS

The Campaign is promoted by the Council of Europe and its European partners and implemented by
national campaign committeesin the member states.

cAMPAiIgn cOORdinAtiOn WeBSite
www.coe.int/youthcampaign

Thisisthe portal forthe Campaign organisersat national and European levels. It containsupdated information
about thework behind the campaign,including contactsfor national campaigns committeesand coordinators.

nO hAt e SPeech MOveMent Online Pl Atf ORM
www.nohatespeechmovement.org

The online platform existsto support the movement and to serve asthe public face of the Campaign. It in-
cludespersonal testimonialsfrom young people—including self-made videosand photos. Anyone can register
asauser of the site, and join the movement. The platform ismoderated by online volunteers and activists.

h At e SPeech WAtch
www.nohatespeechmovement.org/hate-speech-watch

Thisisan area of the Campaign Internet platform consisting of examples of hate speech online submitted
by users. It ol&sthe possibility to discuss possible approacheswith other young peoplein the movement
and organise actions against hate speech.

Bl Og “t he cAMPAign in ActiOn”
The www.nohatespeechmovement.org has a blog for campaign activists and partners to provide infor-
mation about activitiesand initiatives carried out across Europe. It also enablesdiscussionsabout current
issuesrelated to hate speech and to the Campaign.

Bookmarks - Combating hate speech online through human rights education
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f ORUM “JOin the diScuSSiOn”

In this forum http:/forum.nohatespeechmovement.org anyone can join a discussion about hate speech
online and olfihe and many other issuesrelated to the Campaign. The forum is moderated by the online
volunteersand activists.

eventS
Although the main activitiestake place online,the Campaign also includesollfihe activities, such astraining
courses, seminars, conferences, youth events, festivals and [‘Zkhmobs. And, of course, many educational
activitiesin formal and in non-formal learning settings.

euROPeAn ActiOn dAyS

These are organised action eventswhich run throughout the Campaign and involve activistsin the national
and European campaigns alike. Each action day focuses on dil&rent aspects of hate speech and encour-
ages action in support of particular target groups. The Action Days include a programme and various
online activitiesco-ordinated by volunteer moderators. Datesand themesfor the Action Daysare updated
regularly: check the campaign website!

Here are some examples of Action Days:
{The second week of February: Safer Internet Action Day
{BMarch: Action Day against Misogyny and Sexism
{2} March: Action Day against Racism and Xenophobia
LBlApril: Action Day against Antigypsyism and in Solidarity with Roma people
{4 May: Action Day against Homophobia and Transphobia
{2 June: Action Day in support of Refugeesand Asylum Seekers
{2b July: Action day in solidarity with Victims of Hate Crimes
{21 September: Action Day against Islamophobiaand Religious Intolerance
{®INovember: Action Day against Fascism and Antisemitism
{4 December: Action Day for Human Rights Online

Il eARning t OOl S

BOOKMARKS
Thismanual isan important tool of the Campaign. It isdesigned for teachersand educatorsand should
help to increase the number of young people aware of the Campaign — and those ready to join the
movement.

Bookmarks - Combating hate speech online through human rights education 13
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cAMPAiIgn videOS
The videos provide introductions to the problem of hate speech online and present the “No Hate
Speech Movement” tools and approaches. You can [hld various videos on the Campaign’s main page
www.nohatespeechmovement.org

guidet O huMAnN Right SfORiInteRnet uSeRS

The Guide isatool for Internet usersto learn about human rightsonline, their possible limitations, and avail-
able remediesfor such limitations. The Guide providesinformation about what rightsand freedomsmean in
practiceinthecontext of the Internet,how they can berelied and acted upon, aswell ashow to accessremedies.

The Guide is accessible at: www.coe.int/en/web/internet-users-rights/quide.

2.2 WhAt cAn yOung PeOPIl e dO?

There are many more possible ways of contributing to the Campaign than are listed below. Some further
suggestions are included as ‘Ideas for Action’ at the end of the activitiesin this manual. Here is a brief list
to bring your groupsinto the Campaign.
{Zloin the Movement on www.nohatespeechmovement.org
-EEgn up to the Campaign newsletter, post photosor videosand interact with otherson the Campaign
website (http://forum.nohatespeechmovement.org)
{ZMonitor hate speech online and report examplesto Hate Speech Watch:
www.nohatespeechmovement.org/hate-speech-watch
J[iVatch out for the European Action Days and organise your own national event
[isit the campaign co-ordination website at www.coe.int/youthcampaign . Find out who your national
co-ordinator isand see how you and your group can get involved in the campaign in your country
i Bhare your activities—and learn about others —in the blog “The Campaign in Action”
{Zloin the discussions about hate speech online and the campaign in the forum
http://forum.nohatespeechmovement.org
I bisseminate the campaign in Facebook - https://www.facebook.com/nohatespeech and Twitter -
#nohatespeech @nhohate_speech
-Ebarry out educational activitiesabout hate speech using thismanual
«[{rake action online and olfihe to promote human rightsfor all and [ght hate speech!

The Campaign isevolving all the time, thanksto the dedication of online and oliihe volunteersand activ-
ists. Thisis why you can (hd many more materials on the campaign website, including ideas, resources,
petitions, and details of upcoming events. Give your group time to browse the website and then discuss
asagroup how you can join the Campaign.

14 Bookmarks - Combating hate speech online through human rights education
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chAPteR3

uSing the MAnuAl

This chapter contains a brief outline of the manual’s overall structure, aims and methodology.
It should help with understanding the educational approach and with planning and conducting activities
with your group.

31theneed fORthe MAnuAl

Hate speech is an attack on those who are often already vulnerable, and it sows the seeds for ten-
sion, further inequality and often violence. The Council of Europe views hate speech as a threat to
democracy and human rights.

The No Hate Speech Movement campaign recognises that e[[drts to addressthe problem need to include
work at a number of dili&rent levels. The problem and the solutions are not always straightforward. This
manual hasbeen designed to support the educational work that will enable young peopleto (B their own
ways of addressing and coping with hate speech online. It aims to develop the understanding, skills and
motivation that they will need in order to play an active role in the Campaign, and an active role in shaping
an Internet which pays due respect to human rights and democratic participation principles. The manual
has also been designed to be used asatool for the promotion of the rights of Internet users.

Young people are not only ‘bystanders’ to hate speech online: many are already victims, and some
have been drawn into victimising. Educational initiatives need to take this into account and need
to address young people in all three roles. With thisin mind, the activitiesin this manual have been
designed to address seven key objectives.

the MAnuAIl’SOBJectiveS

[0 enable actors in formal and non-formal education contexts to address hate speech with young
people and involve school communitiesin the No Hate Speech Movement campaign

<[fo develop the skillsand motivation for young people to recognise online hate speech and to become
‘online activists for human rights

Mo raise awareness of human rights principles and promote a vision of the Internet which re[Ekts
these principles

[ support human rights education through non-formal learning approaches and develop critical
spirit among children and young people

<[flo empower those who are already victimsof online hate speech, or who are likely to become victims

[Eio encourage empathy for groupsor individualswho may be targets of hate speech online

o break down mythsand prejudice about some of the most common targets of hate speech.

Bookmarks - Combating hate speech online through human rights education 15
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the MAnuAl’SeducAtiOnAl APPROAch

This manual uses the educational approaches of human rights education. The Council of Europe Char-
ter on Education for Democratic Giti(hship and Human Rights Education (2010) del’fles human rights
education as:

“education, training, awareness raising, information, practices and activities which
aim, by equipping learners with knowledge, skillsand understanding and developing
their attitudes and behaviours, to empower learnersto contribute to the building
and defence of a universal culture of human rightsin society, with a view to the
promotion and protection of human rightsand fundamental freedoms.”

Human rights education involvesthree dimensions:

-ﬂearning about human rights, knowledge about human rights, what they are, how they are safe-
guarded and protected, and how they apply olfihe and online.

'm_earning through human rights, recognising that the context and the way human rightslearning is
organised and imparted hasto be consistent with human rights values (e.g. participation, freedom
of thought and expression, etc.) and that in human rights education the processisasimportant as
the content of the learning

-D_earning for human rights, by developing skills, attitudes and values for the learnersto apply hu-
man rightsvaluesin their livesand to take action, alone or with others, for promoting and defending
human rights.

Compass, the Council of Europe manual for human rightseducation with young people, ol‘&s more infor-
mation about human rights education that can support facilitatorsin understanding its approaches and
practices. Learn more: www.coe.int/compass

3.2StRuctuRe Of the MAnuAl

int ROduct ORy chAPt eRS

This chapter, and the two preceding chapters, are important in setting the context for the activities. It is
recommended that you familiarise yourself with the contentsin order to understand the context for the
manual and the Campaign.

Much of the material in Chapter 1 isalso explored more fully in Section 5.1, Hate Soeech Online. The infor-
mation presented in this section will give you a good idea of the range of issues relating to hate speech
online, and an understanding of the urgency of working to addressit.

Chapter 2 o '&rsabrief overview of the Council of Europe’sCampaign against hate speech online. Snce this
manual is strongly action-orientated, becoming involved in the Campaign will strengthen the activities,
and add force to the Campaign. It isrecommended that you also look at the Campaign Internet platform
(www.nohatespeechmovement.org)which providesmore detailed information,and numerousopportuni-
tiesfor young people to become involved.
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undeRlying theMeS

The manual hasbeen built around eight themes of direct relevance to hate speech online. The themesthem-
selves, and some of the underlying issuesthey address, are laid out in the diagram on page 20. The questions
are not exhaustive: they only pick out some of the more important issuesfalling under each theme.

Most of the activitiesaddressissuesrelating to anumber of dilBrent themes, each of which isan important
areain itself. For thisreason, many of the activities will also be useful in supporting more general work on
anti-racism, Internet literacy, citi@hship education, human rightseducation, and other areas.

the ActivitieS

The main body of the manual consists of 24 activities, each of which hasbeen designed to addressone or
more of the themes. Activities have also been classil’ed according to ‘level of complexity”: alevel 4 activity
assumes some pre-existing experience or knowledge of the area; alevel 1 activity can be run with groups
who are new to the topic.

You can use the table of activities on page 22 to identify appropriate activities according to theme, time
required, and level of complexity. Although it is not expected that many educatorswill have the opportu-
nity,or need, to run all the activities, theimportance of the interrelated themesmeansthat all the activities
can be used not only to address hate speech but also to support work acrossanumber of other concerns.

Each activity also contains a section consisting of ‘Ideas for Action’. These are an important way of con-
solidating the knowledge and skillsacquired in the activities, and they will help young people to become
engaged in the Campaign and to feel their own power to make it a success.

the BAcKgROund text$S

The background texts in Chapter 5 have been designed to support the activities. Sections 5.1 and 5.2,
dealing with hate speech online and human rights online and ollihe, are of central importance to all the
activities. Other texts can be referred to asneeded, and asindicated by speci@activities.

3.3Running the ActivitieS

Theinstructionsfor the activities are relatively detailed and contain
additional advice in the ‘tips for facilitators. These tips also warn of
potential dilfdulties, so it isimportant to look at them beforehand.

Further support and recommendalZ]
tions on running human rights actil]

vities can be found in Chapter 1 of
Thefollowing section containsgeneral recommendationsfor getting Compass. www.coe.int/compass

the best out of the activities, and a brief outline of the educational
approach used in the manual. Refer to the list of ‘Dos and Don’ts’ at the end for a quick checklist of things
to bearin mind.
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the ROl e Of fAcil it At OR

The activitiesuse the term ‘facilitator’ to refer to the person running the activities. A facilitator issomeone
who ‘makessomething happen’,who supportsand encouragesothersto learn and develop their own po-
tential. L &ctive facilitation isthe key to human rightseducation,and the key to giving lifeto these activities.

Do not feel you need to be an ‘expert’ in order to work on the issues: good facilitation doesnot require any
particular knowledge or expertise, except perhaps an ‘expertise’ in understanding and relating to young
people. The activitiesin thismanual will be most successful in an environment where your group isencour-
aged to exploreand ['AH theirown approach toissueswhich are complicated, and often controversial. There
is no harm in letting them know that you are exploring together with them! The direct participation of
learnersin the education processesincreasestheimpact and quality of learning and isinherent to learning
through human rights. The facilitator, therefore, does not have to be the expert in all matters but should
be ableto help learners [iAld information and form their own answersand opinions.

cReAting A SAfeenviROnMent

Many of the activities and the issues raised in the manual may touch some of your participants directly.
Some participants may have been the victims of bullying or cyberbullying, perhaps even by othersin the
group; some may have been targeted by racist abuse or discriminatory behaviour. It isvery important that
you are sensitive to these possibilities and that you let participants know that there is support available if
needed. Make sure that you are ableto ol'grthat support,or ableto point themin the direction of someone
elsewho can help. The InSafe (www.saferinternet .org)and the InHope (www.inhope.org) networksprovide
useful contacts and helplines to report abuse online in many countries. Many member states have their
own speciElservicesto support and receive complaints. Facilitatorsare advised to inform themselvesand,
where relevant, to invite these servicesto support their educational activities.

Asfar aspossible, participantsneed to feel ‘safe’ discussing the issues. You could set some base ruleswith
the group, for example, agreeing to respect the opinionsof othersand to avoid any form of abuse, mockery
or personal criticism.
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Do encourage participants to voice their opinions
and ideas, and speak from their own experiences.

Do try to develop aculture of mutual respect, a safe
environment where everyone feels comfortable
about expressing their opinion.

Do encourage discussion and questioning: they will
learn by expressing their doubtsor uncertainty.

Do makelinkswith thereality of the participantsand
with real issuesin their environment.

Do abandon dogmal! Allow them to question
‘established truths, and do so yourself.

Dobehonest with participants. They will respect you
more and will be more likely to open up themselves.

Dotrust participants. They need to [l the answers
for themselves.

Do take their suggestions seriously: they will be
more likely to become involved if they feel
ownership.

Do appeal to their natural human sympathies. Ask
them how they feel, or how they would feel if ...

Dotreat participantsasequals—equal to each other,
and ‘equal’ to you. You are all only human!
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Don’t condemn any suggestionsas‘useless), ‘irrelevant’
or ‘stupid’!

Don't allow the group to exclude, ignore, pre-judge, or
disrespect anyone else: try to establish some basic
principlesfrom the outset.

Don't try to give lengthy presentations: that will only
turn participants ol

Don’t hand out generalisations which they can’t
relate to.

Don't ‘preach’,or useyour positionto closean argument.

Don't pretend to know if you aren’t sure! Tell them you
will (aH out, or encourage them to do so.

Don’t talk down to them, and don’t try to lead them
where they won't be led.

Don’t feel you need to stick rigidly to what was
planned: follow their interestsif they prefer to move
in another direction.

Don’t give up if their opinions seem unkind or
thoughtless. Show them another perspective.

Don’t exclude participants or make assumptions
about what they can or can’t do. Humans can be
unpredictable!




NO HATE o
SPEECH UHAETE M anual

MOVEMENT

3.5theMeSAnd queStiOnS

What are the basic principlesand values
that should underlie online relations?

Human rights

What isthe right balance between allowing
—p | peoplefreedom to expresstheir views, and
preventing harm to others?

L, Why are some groups or individuals more Racism and
likely to be targets of hate speech online? discrimination
> Why do some people get drawn into Cyberbullying

targeting othersonline?

--------- /S . q
Ly How can we ensure that people's privacy e » Private life -«
and private space are protected online? and safety
| 5 | Howshould we approach information we Internet
find online? literacy

Howcanweplayaroleinthewaythe | ==
Internet functions?

Campaigning
strategies

Howcanwead togethertoreduce | .=
— | hatespeech online?

W hat can you do?
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chAPteR4

24 ActivitieS

f ORcOMBAting hAte SPeech Onlinet hRQOugh
huMAnNn Right SeducAtiOn

Aday inCoUM . ... 25
Anewmosquein Seepyville . ... ..o e 32
Action and campaigning step by step..........coo 40
Changingthegame. ... ... e 49
Checkingthefacts .. ... ... e 55
Qash of freedomsS. . . ..o 60
Confronting cyberbullying . ... ... o 66
Freedomunlimited . ... . o 69
GrOUPD X it e 73
Human rightsonline quil&l. . ... ... ... ... . 78
Online participation ... ... 83
Ourrightsonline. ... ..o 87
Play it again. .. ... R
Raceforrightsl. .. ... 96
Reading therules . ... ... o 102
Rootsand branches. ... ... e 108
SAYING L WOISE. . ot 112
TalKING it OUL . . ... 117
Thestoriestheytell ... ... e e 121
Understanding hatespeech ... 125
Mirtual @CtiON ... e 131
Wearand share ....... ..o e 135
Web attack . ... 138
Wb ProlIaS . ..o 142
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Title Themes Overview Level | Time (in min)
Aday in court Freedom of Expression Participantsplay out amini-trial,look-| 4 | 120
Human Rights ing at areal casethat camebeforethe
Racism and Discrimination European Court of Human Rghts
Anew mosquein | Democracy and Participation | Thisisasimulation of an onlinecon-| 4 |Upto3hours,
Sleepyville Racism and Discrimination sultation/debate. The issue under or 3 sessions of
Internet Literacy discussion is the building of a new 50 minutes
mosque in a traditionally Christian each
area.
Action and cam- Racism and Discrimination Thisis a series of 4 activitiesleading| 4 |3 sessionsof 90
paigning step by | Campaigning Srategies to an action against hate speech and minutes, 60
step Human Rights hate crime. The dil&rent partscanbe minutesand
run separately and can also be used 45 minutesfor
in combination with other activities Parts 1,2 and
inthe manual. 3. Timeisalso
needed for the
campaigning
action.
Changing the Racism and Discrimination Participants are introduced to the| 3 |60
game Internet Literacy campaign and devise a ‘mini-cam-
Campaigning Strategies paign’ against sexism in online gam-
Democracy and Participation |ing.
Checking thefacts | Internet Literacy Participants are asked to act as‘re-| 4 |60
Racism and Discrimination searchers ' for politicianson the issue
Campaigning Srategies of homophobicabuse. They consider
the reliability of information posted
onlineand develop strategiesfor their
own practice.
Clash of freedoms | Democracy and Participation | The activity isa simulation involving| 4 | 120
Freedom of Expression two communities with opposing
Racism and Discrimination views on freedom of expression, but
forced to live together on the same
island.
Confronting COyberbullying Thisisanactivityinwhich participants| 1 |45
cyberbullying Democracy and Participation | identify their likely response to vari-
Internet Literacy ous bullying scenarios — and discuss
alternative courses of action.
Freedom unlim- Freedom of Expression Participantsexploretheideaoffree-| 2 |45

ited?

Democracy and Participation
Human Rights

dom of expression using anumber of
case studies. They need to decide
what to do with comments or com-
municationswhich are controversial,
abusive or potentially dangerous.
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Title Themes Overview Level | Time (in min)
Group X Racism and Discrimination Participants map rights from the| 4 |60
Human Rights European Convention on Human
Private Lifeand Safety Rightsagainst aseriesof abusescom-
monly experienced by young Roma.
Human rights Human Rights This activity isa quibout human 3 |60
onlinequiz rightsonline. It helpsparticipantsto
get to know their rights online by
using the Guide to Human Rghtsfor
Internet Users.
Online Internet Literacy Participants think about how they | 3 | 45
participation Private Life and Safety use the Internet and how they par-
Human Rights ticipateonline. Theyidentifyand rate
theirlevel of online participation and
plan what kind of role they would like
to have onlinein the future.
Ourrightsonline | Human Rghts Participants learn more about the | 2 | 60
Democracy and Participation | Guide to Human Rghts for Internet
Users. They analyse key messages
and statements of the Guide and
rellekt on itsapplication in daily life.
Play it again Cyberbullying This activity is based on arole play:| 2 |60
Democracy and Participation | someoneisdrawn into an act of bul-
Racism and Discrimination lying because of peer pressure. Par-
ticipants are asked to replay the
scenarioin orderto achieve adili&rent
outcome.
Raceforrights! Human Rghts Theactivity providesabasicintroduc-| 1 |60
Racism and Discrimination tion to human rightsthrough ateam
Private Life and Safety game. Participants have to depict
dilErent rights to members of their
team using anything they like — ex-
cept for words!
Reading therules | Campaigning Srategies Participantsdiscoverthetermsofuse| 3 |60
Internet Literacy orcommunity guidelinesof awebsite
Democracy and Participation | and takestepstoreportinappropriate
content to the website. Participants
also discuss what the pluses and
minuses of reporting there are, par-
ticularlyinrelation to the possibilities
of Web 2.0.
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Title Themes Overview Level | Time (in min)
Rootsand Racism and Discrimination Participants explore the causesand | 2 |45
branches Human Rights e[lEcts of hate speech online using a
Campaigning Srategies ‘problem tree’ approach. Thisactivity
can be used as a follow-up activity
to the activity Group X, or as a stan-
dalone activity.
Saying it worse Racism and Discrimination Thisisanintroductory activitytohate| 1 |45
Democracy and Participation | speech online. Participants rank dif-
ferent examples of anti-gay hate
speech according to which they think
are‘worse’.
Talking it out Campaigning Strategies The activity uses a [Shbow!' discus-| 1 |45
Racism and Discrimination sion to explore common prejudices
Internet Literacy about particular groupsin society and
engagesparticipantsto think critically
about commonly held beliefsand de-
velop argumentsagainst hate speech.
Thestoriesthey Racism and Discrimination Participants work in small groupsto| 2 |60
tell Human Rights analyseanewspublication,focussing
Freedom of Expression on the portrayal of immigrants and
immigration. Results are presented
asacollage.
Understanding Human Rights Participants look at examplesof hate| 2 |60
hate speech Racism and Discrimination speech and discussits possible conse-
quencesfor individualsand society.
Virtual action Campaigning Strategies This is an activity during which par-| 3 |60
Racism and Discrimination ticipants will be inspired by some
Human Rights anti-racism actions and reflect to-
gether on how they could develop
similar actionsonline.
Wear and share Private Life and Safety Participants [iout adiagramtoshow | 1 |40
Internet Literacy their preferencesin sharing particular
Cyberbullying information online and discuss ways
of being more cautious when sharing
personal information online.
Web attack Internet Literacy Participants redesign a (fictional)| 3 |90
Campaigning Srategies campaign website to cope with a
Racism and Discrimination [dod of racist comments from the
local community.
Web pros Racism and Discrimination The activity takes place in animagi-| 1 |Partl:
Internet Literacy nary Internet forum. Participants are 35 minutes
Democracy and Participation | asked to greet each other according Part II:
to common stereotypes about par- 25 minutes

ticular groups. They use the activity
to draw up aset of guidelines for in-
teracting online.
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A dAy in cOuRt

Participantsplay out a mini-trial, looking at areal case that came before
the European Court of Human Rights.

tiMe
120’

THEMES Freedom of Expression, Human Rghts, Racism and Discrimination
COMPLEXITY Level 4
GROUPSIZE 9-15
TIME 120 minutes

OBJECTIVES  <[(fTb consider how freedom of expression rightsshould be balanced against the need
to protect victims of racist abuse or hate speech
[T explorethe protections—and limitations—of the right to freedom of expression
(Article 10) in the European Convention on Human Rghts (ECHR)
{#To understand the role of the European Court

MATERALS <“Qopiesof the cardson pages 29-31
{fBensand paper for note-taking
-@)aoe for small groupsto meet —ideally in separate rooms

PREPARATION -@hotocopy and cut out the cardson page 30. Everyone will need their own card and
acopy of the case. You should have the same number of judges, representatives of
the Danish Government and representatives of Mr Jersild (or as close as possible).

{Number the cardsin each group so that you have one judge, one Mr Jersild and
one Danish Government representative corresponding to each number.

{™ou will need sulEdient space so that each of the ‘courts’ (3 people) is able to sit
apart from the others.

inSt RuctiOns$S

1. Tell the group that the session will be devoted to a case against the Danish government which came
before the European Court of Human Rghts. Participants will play the role of the dill&ent actorsin
the case — the judges, the Danish government and a journalist who was punished for producing a
programme containing racist views, Mr. Jersild. Refresh participants memory, if necessary, on the
Court and the ECHR and tell them that the case concerns freedom of expression.
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2. Ask participantswhat they understand by freedom of expression, and supplement brieli_yd using the
information below (or in Chapter 5).

Free speech, or the right to free expression, is a fundamental human right. People should be allowed
to ‘express’ their opinions or thoughts because thoughts, opinions, and beliefs are an important part
of our identity.

Freedom of expression should also be protected because it plays a key role in a democratic society.
However, sometimestheright to freedom of expression can be limited if it may harm individualsor be
dangerousfor society.

3. Read out the information on ‘“The Case’ (page 29), making sure that the details are clear to everyone.
4. Divide participantsinto 3 roughly equal groups.

— Group Arepresents Mr Jersild

— Group Brepresentsthe Danish Government

— Group Crepresentsthe judgesin the European Court

5. Hand each group copies of the relevant role card and a copy of the information about the case.
Explain that the groups will have 30 minutes to discuss and clarify their own position before
moving on to meet with representatives from dilldrent groups and start the trial. They should
use the time before the trial to prepare their argumentsor, in the case of the judges, to prepare
questionsto both sides.

6. Afterthe 30 minutes preparation time haspassed, ask participantsto ['Al the member of each of the
other groups with the same number as them and form a new group with these two people. Thus,
the person with number 1in Group Awill need to ['ild the person with number 1in Group B, and the
person with number 1in Group C.

7. Explain that each of these new small groups represents a mini-court. The courts have a further 20
minutesto listen to the arguments of both sidesand for the judgesto put questions.

8. Afterthistime, each judge should come to an individual judgement on whether Article 10 hasbeen
violated. Bring the whole group back together and ask the judges to pronounce their decisions,
giving their reasons.

9. O the representatives of the other two groups the opportunity to respond to the judgements
made; then tell them how the European Court in fact ruled in this case (page 28). Ask for people’s
reactionsto the decision.

10.Proceed to the debrieEb and evaluation. Make sure that people have come out of role before dis-
cussing the questionsbelow.

deBRiefing

. What were the most dillidult aspects of the case you considered?

= Did you (Al it hard to play your role?

- Do you thinkthe judge’ madetheright decision in your case?What were the most important factors
in the [nbl decision?

2 6 Bookmarks - Combating hate speech online through human rights education



NO HATE
A [EHEE]cour© SPEECH
MOVEMENT

Give participants the following information:

Although it was not the task of the European Court to decide whether the Green[Z]
jackets comments should have been punished, they did make a comment about this
in their [kl judgement. The judges believed that the Greenjackets comments were not
covered by freedom of expression —in other words, they should not have been ‘free’ to
expresssuch opinions.

= Do you agree with this?What are the argumentsfor and against restricting their rights?
= Have you ever seen similar examples of racism online? How would you react if you did?
= Do you think people should be allowed to post racist comments or hate speech online?
= Can you think of things you can do to make such abuse lesscommon?

tiPSfORfAcil it At ORS

= Some of the points made by the Greenjackets have been included as a separate handout. Use your
own discretion to decide whether these can be shared with participants.

= At point 5, where people are meeting with otherssharing their role, you will need to warn them that
they will be split up for the actual court cases— so everyone will need to take their own notes. They
will not be able to rely on othersin their group!

- Encourage people to use part of the time for discussing details of the case with others, and part of it
to preparetheir opening statements. Thejudgesshould clarify the detailsof the case and think about
the type of additional information they will need from both sidesin order to make ajudgement.

- Explain to both sidesin thetrial that even if they do not agree with the position they are supposed to
be representing, they need to make sure that the best possible defence is presented to the judges.

= It will be best if you can either allow the diligrent ‘courts’ to meet in dill&rent rooms (point 7), or at
least for them to be far enough from each other so asnot to be overheard or overhear the others.

= Askthejudgesto manage the time during the ‘trials. They may want to plan beforehand how much
timethey allow for questionsand how they divide the time between each side. Emphasise that they
need to give each side approximately the same amount of time, but that they will also need to be
sure that there istime available for dlaril’chtion of any pointswhich may be disputed.

= |t may beworth mentioning to participantsthat the European Court wasnot really taking adecision
about Mr Jersild’sbehaviour, it wasconsidering the ‘behaviour’ of the Danish State towardsMr Jersild.
Council of Europe member states need to make sure that national laws protect the human rights of
individuals. When the European Court is asked to make ajudgement, it looks at whether the law, or
itsinterpretation, isreally o@ing protection for thoserights.

= You may familiarise yourself with the section ‘Freedom of expression and information’ from the Guide
to Human Rightsfor Internet Usersin order to be ready to make parallelsto casesconcerning freedom
of expression on the Internet.
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VARIAtiOnS

You could run the trial as a piece of role-play to be run by one group and observed by everyone else. The
role-players could be given their role cards before the session and asked to prepare their arguments. Ob-
serverswould be asked for their views on the process at the end of the role play.

ideASfORActiOn

Participants could [inld out whether the sites they visit most often have policies on racist abuse or other
forms of hate speech.

- They could gather afew examplesand the whole group could compare the poIiciesofdiBent sites.
Discuss whether they feel any are inadequate to protect users—and how they would like to adapt
them. They could post their suggestions onto the No Hate Speech Movement site and encourage
other online activiststo lobby the sitesthey have targeted.

- They could also select one or two siteswhich do claim to have apolicy on hate speech, and monitor
how well the policy isimplemented. Any examplestheyEld of hate speech online could bereported
to Hate Speech Watch and also to the sites hosting the content, with a complaint and reference to
the policy.

Develop with participants counter-argumentsto the racist opinionsfrom this case, which participantscan
use if they come across these types of racist beliefs.
Create avideo with participants about the value of diversity and acceptance in ademocratic society.

Ot heRReSOuRceS
JudgMent Of the euROPeAn cOuRt

The case washeard by the European Court in 1994. The Court disagreed with the judgement of the Danish
court and decided that Mr Jersild should not have been punished for making and showing the (ith. They
felt that the [Tth made it suﬂiently clear that the racist comments were not acceptable or approved by
the [Ihmaker and that there wasno danger of the message being misunderstood by the public.

They commented:

“ [the [Ith] dlearly sought [Bly means of an interview [t expose, analyse and explain this
particular group of youths, limited and frustrated by their social situation, with criminal
records and violent attitudes, thus dealing with specilElaspects of a matter that already
then wasof great public concern.”

The Court also made the point that newsreporting isessential in ademocratic society and allowsthe press
to play therole of ‘publicwatchdog’. They said there would need to be very strong reasonsfor punishing a
journalist who publicised statements made by someone else. It isone of the important functions of afree
pressthat it allowsand encouragespublic discussion of issueswhich are of general importance to society.
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the cASe

The applicant in the case is Mr Jens Olaf Jersild, a Danish national who works for Danmarks Radio (which
also broadcaststelevision programmes). The news channel isregarded as a seriousone and hasan audi-
ence of well-informed people.

Mr Jersild wanted to broadcast a documentary on an extreme racist group called the Greenjackets. He
contacted members of the group and conducted along interview with them; then he cut the [Ith down
to afew minutes and added some commentary of hisown. The [l result was shown as part of a news
programme and was broadcast on national television.

Inthebroadcast, membersof the Greenjacketswere shown making abusive and derogatory remarksabout
immigrantsand ethnic groupsin Denmark, comparing black men to gorillasand saying they are “not hu-
man”. A Danish court found the Greenjackets members guilty of making racist commentsand also found
Mr Jersild guilty because he had ‘encouraged’ them, and had broadcast the remarksto awider audience.

Mr Jersild appealed hisconviction at the European Court of Human Rghtsbecause he thought hisconvic-
tion by a Danish court wasa violation of hisright to freedom of expression (Article 10 of the ECHR).

The European Court needed to decide whether restricting hisright to broadcast the remarks was ‘legiti-
mate’. This meant looking at whether the right balance was struck between protecting the rights of the
people who were the targets of the racist comments, and the need for the public to know about the
existence of such groups.

Thishandout isoptional:

Some of thecommentsmadein the broadcast included:

“...the Northern Sates[in America] wanted that the niggers should be free human beings, man, they are
not human beings, they are animals”

“Just take apicture of agorilla,man,and then look at anigger,it’sthe same body structure and everything,
man, (& forehead and all kindsof things”

“Anigger isnot a human being, it’s an animal, that goes for all the other foreign workers as well, Turks,
Yugoslavsand whatever they are called.”

“.wedon't liketheir mentality ...what we don't like iswhen they walk around in those Zimbabwe-clothes
and then speak thishula-hulalanguage in the street ..

“It’sdrugs they are selling, man, half of the prison population in ‘Vestre’ are in there because of drugs ...
they are the people who are serving time for dealing drugs..”
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ROl e cARd f ORMR JeRSil d

You areaseriousjournalist and you wanted to make alffth about racism and xenophobiawhich did 2things:

1. lllustrated the extent of the problem —including the extreme nature of viewsheld by the Greenjackets
2. Showed that the Greenjacketsare acriminalised group with many emotionallyimmature and socially
disadvantaged members.
You believe that both these points are important onesfor society to understand and you think that your
programme managed to address both, partly by directly broadcasting some of the worst opinions, and
partly by describing the poor level of education, the background and social dilfdultiesexperienced bythe
young people you interviewed. You do not think that any of your viewers would have understood your
programme to be supporting the racist opinionsexpressed.

Asajournalist, you value freedom of expression very highly:too much restriction would make it impossible
for journaliststo inform the public about real —and unpleasant —issues. You believe that journalists have
aresponsibilityto bring suchissuesto thepublic’sattention so that they can be recognised and addressed.

Article 10 from the European Convention (simplil&d)
1. Bveryone hasthe right to freedom of expression. Thisright includes the freedom to hold opinions
and to receive and communicate information and ideaswithout interference.
2. Freedom of expression can be restricted if the restriction is ‘necessary in a democratic society’ —in
particular, in order to protect the rights of others.

ROl e cARd fORthe dAniSh gOveRnMent

You believe it wasright that Mr Jersild was convicted by the Danish court. Hisprogramme contained very
extremeand racist viewswhich should not be heard by awide audience. The programme wassensationalist
and did not contain enough commentary to say that the viewsexpressed were unacceptable and danger-
ous. You believe that journalists have aresponsibility to ensure that viewers are not upset or misled. You
think that people watching his programme would not have understood that the journalist was shocked
by theracist statementsand that he did not approve of them. They would not have understood that such
statementsare ignorant, harmful and illegal.

Mr Jersild edited the [fth to show the worst commentsexpressed by the Greenjackets. You think he should
not haveinterviewed the membersand encouraged them to expresssuch views, and certainly should not
havegiven theviewswide publicity by including themin hisprogramme. You do not think the programme
should have been made and Mr Jersild should be held responsible for having given wide publicity to such
dangerousopinions.

Article 10 from the European Convention (simplil8d)

1. Bveryone has the right to freedom of expression. Thisright includesthe freedom to hold opinions
and to receive and communicate information and ideaswithout interference.

2. Freedom of expression can be restricted if the restriction is ‘necessary in a democratic society’ —in
particular, in order to protect the rights of others.
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ROl e cARd fORthe JudgeS

It is your task to manage the trial and then to decide whether you think the Danish courts acted rightly
and Mr Jersild wasindeed guilty or whether hisrights were violated.

Thetrial process:

Begin by reminding Mr Jersild and the representative of the Danish Government that each side will be
given afew minutesto present their side of the case; then you will put questionsand they can respond to
each other. Tell them that they must behave in an orderly manner and follow any instructions from you!

Thedecision you need to make:
You need to consider whether Mr Jersild should have allowed his[Ith to be broadcast to the public. His
right to freedom of expression would seem to allow him to do that, but freedom of expression isnot an
absolute right —it needs to be balanced against other social concerns and other human rights. It is your
task to decide if the balance hasbeen correctly struck in this case.
Thesearethe key questionsyou will need to decide and weigh up when you hear the evidence of both sides:
<[Bb you think that the [fth might have been understood by the public to be supporting the racist
opinions?
{Wasit important that the publicknew about the racist beliefsand the background of the Greenjackets,
or wasit moreimportant that such opinionsdo not reach awide audience?
Article 10 from the European Convention (simpliled)
1. Bveryone hasthe right to freedom of expression. Thisright includes the freedom to hold opinions
and to receive and communicate information and ideaswithout interference.
2. Freedom of expression can be restricted if the restriction is ‘necessary in a democratic society’ —in
particular, in order to protect the rights of others.
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level 4

AneW MOSquein
SleePyville

tine This is a simulation of an online consultation / debate. The issue under
discussionisthebuilding of anew mosqueinatraditionally Christian area.

THEMES Democracy and Participation, Racism and Discrimination, Internet Literacy
COMPLEXITY Level 4
GROUPSIZE 15-30

TIME Etheracontinuous2'2-3 hour session, or three sessionsof approximately 50 minutes
each

oBJECTIVES <[ETo explore the rights of religious minorities and how they relate to hate speech
online
[¥To develop skills of online debate and analysis
[#To consider the use of democraticdiscussion/ participation in increasing tolerance
towards other people or other beliefs

MATERALS +[ZAccessto the Internet —aminimum of 5 computers
<[E9pace for groupsto meet
[ facilitators
J[BBallot papers for Council members (optional)

PREPARATION <[lake a copy of the handoutsfor all participants
J[i0reate a closed space on the Internet. See facilitators’ tipsfor suggestions.
[iOreatea login for each participant —or check beforehand that everyone is able to
login using an existing account (see facilitators’ tips).

inStRuctiOnS

1. Read out the description of the problem on page 35. Explain that all participants are members of
Seepyville and all are troubled by the problem of whether anew mosque should be built on apiece
of derelict Council land.

2. Giveeach participant acopy of the handoutsand invite them to select roles. Talk through the Consul-
tation Procedure and make sure everyone understands.
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3. Indicate the spaceswhere people and groups can meet up beforehand and the computersavailable
for the activity. Check that everyone hasalogin and password.
4. Remind thosewho are ableto submit aninitial statement that thisshould bedone before the Consulta-
tion opensto the public. Encourage everyoneto make use of the 30-minute Pre-Consultation phaseto:
— agree positionswithin the groupsand allocate roles or arguments (if necessary)
— meet with representatives of other groups
— checkthey areable to login to the site.
If computer access or time is limited, remind participantsthat they will need to be succinct in their
arguments asthey may only get one chance to make their points!
5. Announce the beginning of the Pre-Consultation phase, and explain that the Consultation will open
to the publicin 30 minutes.
6. After 30 minutes, announce the start of the public Consultation and invite members of the public to
read the initial statementsfrom groups—and submit their comments.
7. At the end of the Consultation, the Mayor declares the Consultation closed. Members of the Town
Council then meet and take a vote. If there isno majority opinion, the Mayor has a casting vote.
8. TheMayorannouncesthedecision. Invite participantsto bring their chairsinto acircleforthedebrieﬁb.

deBRiefing

Sart the feedback round by greeting everybody by their real names. Thisisimportant to allow the partici-
pantsto give up the rolesthey had assumed during the simulation.
Ask the participants what they feel about the processthey have just been through:
= \Were you surprised by the result of the vote? Would it have suited the person whose role you were
playing?
= Do you think an online consultation is a good way of deciding issues like this? What are the advan-
tagesand disadvantages?

queStiOnSABOut theideASReflected in the deBAte:

- Did interaction with other people or groups make you alter your approach or change your attitude
towards any of the issuesraised?

= How easy wasit to identify with your role?

- Do you think that this situation could arise in real life? Can you think of any similar cases?

- How would you react if this case arose in your town / place of residence?Did the activity alter your
attitude at all?

MAKing the |l inKWith hAte SPeech Online:

= What did you think about the rule to delete commentswhich were racist or abusive?

- Did the presence of this rule make you think dil'&sently about the comments you posted?

- How easy wasit to decidewhether or not to delete acomment?(question for the Ste Administrators)
- Did you agree with decisions made by the moderators? (question for all participants)

Bookmarks - Combating hate speech online through human rights education 3 3



gF?EEéLE A n[IEm o[Glu [ ls IEHTGE]
MOVEMENT

tiPSfORfAcil it At ORS

= You will need to set up a secure site before the activity starts. This could
be a Facebook page, or an account on another social network. You could also refer to
http://cooltoolsforschoolswikispaces.com/Collaborative+Toolsfor other suggestions. You will need
to make sure that everyone has an account which isable to accessthissite.

= You will need asecond facilitator to help run the activity. Aithough the groups should be allowed to
work independently, they may need support or guidance while preparing —or during the consulta-
tion. For example, during the preparation phase, it may be useful to check that people are using the
time to meet othersor to plan what they are going to say during the meeting.

- If computersare limited, you may need to impose a time limit (or word limit) so that everyone gets
achanceto post a contribution.

= During thedebrieE\g, itisveryimportant to try to avoid repeating the simulation. People need to try
to detach themselvesfrom the role they played in the activity in order to be able to rel’ebt properly
on what they have been through. You should help them to look back on the simulation with their
normal ‘hats rather than in their assumed roles.

VARIAtiOnS

You could reduce or limit the number of words that people can post — either as initial submissions or as
comments. Try limiting the commentsto ‘tweets —i.e. 140 characters!

The activity could also be run over a number of days, reducing the time needed as an organised session
and giving participantsthe chance to submit commentsfrom home.

In case you do not have accessto onlinetools, the activity can befully developed olfihe. Initscurrent form,
the activity isan adaptation of a Compass activity. More information: www.coe.int/compass

ideASfORActiOn

What are some of the religious or ethnic minoritiesin your country and how does the media write about
them?Look for storieson national or local news sites about any groupswhich are traditionally presented
in abad light. Then write to the journalists responsible —or add a comment, if the website allowsit.

Are there any online consultations organised by your local authorities? Can young people use any online
toolsto communicate with locally elected representatives? Do an online search with participantsand start
using the existing tools, if any, to raise issues of concern for young people.

Contact somelocal minority organisationsand meet them in order to discover more about how your own
community tacklesdiversity.
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For all participants; these can also be posted on the consultation site.

A MOSquein SleePyville

You live in the picturesque town of Seepyville, a town of about 80,000 people. In the last 60 years the
population haschanged radically, partly because young people mostly try to move to larger citiesto look
for work, but also because the region has seen the arrival of alarge number of immigrant families, many
from Muslim countries. Some of these families have been here for several generations, but they are still
treated with suspicion as‘newcomers’ by many peoplein the town. They now make up almost 15% of the
total population.

Theissue that isnow dividing the town isthe desire of Muslimsin Seepyville to have amosque built on a
piece of derelict land belonging to the Council. Thisland hasbeen undeveloped and hasbeen asource of
complaintsto the Council for years:it isnear the main shopping street and isan areawhere vandalism and
drug-taking have been aregular problem.

So when arich businessman oli&red to take the problem o[the Council’'s hands, the Mayor thought his
lucky day had come! The Council readily agreed to give up the land and to fund 20% of the construction
costsfor anew mosqueon thesite. The remaining 10%of the building costs, which the businessman could
not cover, were to be found from among the Muslim community.

Building wasmeant to start thisweek... but the quiet town of Seepyville hasbeen anything but quiet ever
sincethedecision wastaken. Aweek ago, the Council’s Twitter account washacked by an anti-Muslim group
and several abusive and racist tweetswere sent out —some encouraging people to take to the streetsand
“hunt out theforeigners’. An increase in racist attacksagainst Muslimsfollowed, someresulting in violence.
On one occasion, someone was critically injured. A few Muslim groups have responded, and violence be-
tween dill&rent gangsappearsto be on the increase.

The Mayor of Seepyville hascalled for calm and hasannounced that the decision to build the mosque will
be reviewed after a public consultation hastaken place. They have decided to hold an online consultation
forum to allow asmany people aspossible to participate.
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For all participants

cOnSultAtiOn PROceduRe

The Consultation isopen to residents of Seepyville over the age of 18.

The following registered groups/ individuals are invited to submit an initial statement outlining their
position on the proposed mosque. Initial statements must be received before the Consultation opensto
the public.
<[The Mayor and Deputy Mayor of Sleepyville (joint statement)
[Tdwn Council Members representing the Traditionalist Party, Populist Party and Diversity Party (1
statement from each party)
«[Nbn-governmental organisations: Youth Action Group “Young Seepies for Human Rights!”, “Past
and Present Association”, “Muslim Association of Seepyville” (one submission from each organisation)
Initial statements will be posted on the Council’s website and will then be open to comments from all
other residents over the age of 18. Any comment judged to be threatening, racist or abusive will
be deleted from the Council website.
The Consultation will close after 30 minutes. Council members will then vote on the proposal with the
Mayor having a deciding vote if there isno majority opinion.
The decision of the Council will be [Hal.

Roleledrds

the MAyOR Of Sl eePyville

You arethetown’s @Jrehead and are very conscious of the need to re-establish calm and good relations
in the town. You think it isimportant that you are seen to be impartial throughout the proceedings and
you value your reputation as afair mediator between dilf&rent sectorsof society. You would like to (hba
solution which isacceptable to the largest number of people possible.

Beforethe consultation opensto the public, you need to draft an initial statement setting out your position.
You should discussthiswith the Deputy Mayor. If you have time, you should also try to meet with groups
or residentsto gauge opinion and see if you can reduce the risk of violence.

You will not vote unlessthe vote resultsin atie. If that isthe case, your vote will decide the outcome.
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dePuty MAyOR

You work beside the Mayor and should help him/ her to draft an initial statement. You may also be asked
to meet with some of the more extreme groupsbefore the Consultation opensto see if you can convince
them of theimportance of [Abling a mutually acceptable solution.

Once the Consultation opens, it will be your task to assist the Mayor with meeting groups or residentsin
order to gauge opinion and see if you can reduce the risk of violence.

You do not vote in the debate.

Sit e AdMiniSt RAt ORS (2peOplLe)

Yourroleistotryto follow the discussion and make surethat commentsare not racist or likely to be hurtful.
Any such commentsshould immediately be deleted from the Council website. Spend the time before the
Consultation opens thinking about how you will decide whether comments are unacceptable. You may
want to draw up a brief set of guidelines.

You can also post commentswarning people that their language isunacceptable, or encouraging partici-
pantsto be polite and considerate to othersinvolved in the debate.

You do not votein the debate.

t OWn cOuncil MeMBeRS:t RAditiOnAl iSt PARty (20R3peOplLe)

You represent the Traditionalist Party on the Town Council, and you are very strongly opposed to the
mosque. You do not thinkit isright that Council land and Council resources should be spent on aplace of
worship that doesnot respect the traditionsof thiscountry and thistown. You feel that immigrant families
are privileged to be allowed to live here and that they should not try to impose dil@rent lifestyleson a
country where they are guests.

Some of your membersare strongly anti-Muslim, believing that the current violence wasonly to be expected
from acommunity which believesin such aviolent religion. You would really like to reduce the number of
Muslimsin the town because you think they have corrupted the traditional values of Seepyville. You are
also certain that the mosque will become a meeting areafor recruiting terrorists.

You need to prepare an initial statement of your position which should be posted to the website before
the Consultation opensto the public. Keep it brief!

Each of your membershasavote in the [hbl decision.
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t OWn cOuncil MeMBeR: POPul iSt PARty (10R2peOpLe)

You represent the Populist Party on the Town Council. You supported the original decision to have the
mosque built on the land, partly because you realise that the Muslim community hasbeen very good for
the economy of the town and you do not want to alienate them. However, you have been very worried
by complaintsfrom residentsand the recent violence. You are also concerned about your seat in the next
Council elections, so you will probably support whichever option appearsto be least controversial.

You need to prepare an initial statement on your position which should be posted to the website before
the Consultation opensto the public. Keep it brief!

Each of your membershasavotein the (Al decision.

t OWn cOuncil MeMBeR:diveRSity PARty (10R2peOpLe)

You represent the Diversity Party on the Town Council. You believe that the relatively large proportion of
people from dil'&rent partsof the world hasadded to the culture and interest of Seepyville and you have
felt it unfair that the town hasdeprived many of these people of the opportunity to practise their religion
for so long. You would like to see more dialogue between the dili&rent communities in Seepyville and
you have been engaged in trying to calm the violence and bringing the opposing sidestogether to talk.
You can see that the derelict land is causing social problemsin the town and that the Council doesnot at
the moment have the money to develop it themselves.

You need to prepare an initial statement of your position which should be posted to the website before
the Consultation opensto the public. Keep it brief!

Each of your members hasa vote in the [l decision.

MeMBeRSOf t he “PASt And PReSent” ASSOciAtiOn Of Sl eePyvill e (2-4 peOplLe)

You are one of the main groupsopposed to thismosque. Your membersare from traditional (non-Muslim)
communitiesin Seepyville, and you think it is very important to keep the ancient character of the town,
where most of you have lived all your lives. The site that is proposed for the mosque is very central and it
would bevisible from most placesin thetown centre. In particular, the mosque could block out the view of
the main church from the town square. You feel that the character of your hometown isbeing completely
changed by a community that arrived here only recently. You do not see why people who arrived in this
country from somewhere else should not live by the same rulesas you have here.

Your members have become increasingly radical over the past few yearsand your organisation hasbeen
accused of being openly racist and responsible for some of the violence on the streets. You have close
connectionswith the Traditionalist Party which isrepresented on the Council.

You need to prepare an initial statement of your position which should be posted to the website before
the Consultation opensto the public. Keep it brief!
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MeMBeRS Of the yOuth ActiOn gROuP“yOung
Sl eePieSf ORhuMAnN Right S!” (2-4 peOpLe)

Your group was set up to address some of the worst problemsfor young people today in Seepyville. You
seethebuilding of the mosque asa solution both to the Muslim community’sneed for a place of worship,
and asasolution to the numerous social problemswhich have been aresult of the land being left derelict
for solong. You support the building of thismosque but you are concerned that other social problemsmay
be neglected by the Council if they have to contribute to the building. In particular, the youth budget over
the past 5 yearshasbeen cut to alevel where it cannot begin to meet the needsin the town.

You need to prepare an initial statement of your position (not exceeding 250 words) which should be
posted to the website before the Consultation opensto the public.

MeMBeRS Of the “MuSIiMASSOciAtiOn Of SleePyville” (2-4 peOpLe)

You have been asking the Council for yearsto provide a place of worship for the Musim community, but it has
awaysbeen refused on [ABndial grounds. You feel that it isunfair that the Muslim community is being asked to
(Al 10%of the building costs, when economic conditions are so harsh for most people, and when the Christian
community has 11 dilfekent places of worship and these are used by far fewer people than the mosque would
be. You feel that the contribution that your community has made to the town isnot appreciated, that people in
your community are unfairly discriminated against in various aspectsof their life, and that in refusing to allow this
mosque, thecouncilisdenying membersof your community their fundamental right to religiousworship. You are
awarethat someof your membershold more extreme viewsthan the olidial viewsof the Association and youare
concerned that someMuslimshaveresponded violently to attackson theircommunity. Youworry that areversal of
the dedison will further alienate Mudim residentsand may lead to afurther increasein inter-community violence.
You need to prepare an initial statement of your position which should be posted to the website before
the Consultation opensto the public. Keep it brief!

citizenS Of SleePyville

You are worried about the conlidt that seemsto have taken over the town of Seepyville. You do not know
which position you support yet: you want to gain abetter understanding of the positions of the non-gov-
ernmental organisations and the Parties represented on the Council; then you plan to make up your mind.
You may not post commentsuntil the Consultation opensto the public (30 minutesafter the start) but you
can read initial statementsasthey are posted and should try to meet with other residentsand representa-
tives of Associationsor Town Council membersto hear their arguments.

Think about what you would like to say when the Consultation goespublic—and be aware that each com-
ment must not exceed 150 words. After everyone hashad a chance to comment, you may make a second
comment if time allows.

This activity has been developed from ‘A Mosque in Seepyville’ in Compass, the Manual for Human Rghts
Education with Young People@ww.ooe.int/oompass
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Thisisaseriesof 4 activitiesleading to an action against hate speech and
hate crime. Thedil'drent partscan berun separately and can also be used
in combination with other activitiesin the manual.

THEMES Racism and Discrimination, Campaigning Srategies, Human Rghts
COMPLEXITY Level 4
GROUPSIZE Any

TIME 3 sessions of 90 minutes, 60 minutes and 45 minutesfor Parts 1,2 and 3. Timeisalso
needed for the campaigning action.

PARt 1 (60 minutes) looks at the historical sul’ging of the Roma people, including during the time
of the Naliholocaust. The activity can be run without the other parts. The aim isto give the group an
understanding of the hate-fuelled crimesagainst Roma people which have gone unacknowledged and
continue to have consequences today.

PARt 2 (60 minutes) involves planning an action to raise public awareness of this su@ing and to
expresssolidarity with Romapeople. Thispart can be used to plan any activity under the Campaign and
asafollow-up activity to other activitiesin the manual.

PARt 3 isthe action itself. The instructions are drawn up by your group!

PARt 4 (45minutes)isadebriellly of the action. The questionscan be used in general form to debrief
any action your group undertakes as part of the Campaign.
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TIME 60 minutes

OBJECTIVES (7o raise awareness of Roma victims of the NaliZHolocaust and build solidarity
towards Roma people
{To highlight an extreme example of deeply ingrained prejudice and hate speech
and examine the consequencestoday
{To develop solidarity for Romapeople and motivate the group to act against racism
and discrimination

MATERALS -Elipchart paper and markers
-Ebpies of the handout, “A brief history of the persecution of the X’ (optional)

PREPARATION <[l the group before the session that you are planning to discuss the Holocaust,
and speak separately with anyone who may be likely to (Rl it dildult.
[ Make copies of the handouts, one copy per small group.

inSt RuctiOnS

1. Askparticipantsto form small groups of 2to 3 people who share the same sense of identity. Thismay
relate to their ethnicity or nationality, but it may also be connected with dill&rent social or religious
groupings(even football teamsl). Gve them about 10 minutesto share their feelingsabout thisidentity
within their small groups.

2. Give participants the handout, “A brief history of the persecution of the X', or present some of the
information to give them afeeling for the successively brutal treatment that had tobe endured by the
Roma population. Do not tell them yet the name of the population that wastargeted.

3. Briel_Tyddiscusstheir reactions, if possible without moving people from their groups. Then ask each
group to pair up with another and give them 15 minutesto address the following questions:

— What would they feel if ‘their’ people had been the target of thiskind of treatment at some point
in recent history? (Ask them to concentrate on the group they selected under point 1.)

— What do they feel would be the most dilEdult aspectsforacommunity that had lived through this?

— What if there were people today denying there was a Holocaust?What would determine them to
deny these facts?

4. Bring the group together and ask them to feed back on their discussions. Then ask whether
participants know or can guess which people the handout was about. If they don’t guess, tell
them it was the Roma, and ask what they know about the situation of Roma people today. How
are they treated and how much isknown about their historical su@ing? How doeshate speech
al'gct them today?

5. Tell participantsthat there have been casesat the European Court of Human Rghtswhich have found
numerous violations of human rights against this group in aimost every country of Europe. Remind
participants that the media and the population as a whole have very intolerant attitudes towards
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Roma people and they are frequent targets of abuse and hate crime. Ask if participants have come
acrossany examples, in their ‘real’ livesor on the Internet.

. If you are running the activity asan introduction to a Campaign action, give participants some infor-

mation about the Dostal Campaign and tell them that the next session will look at waysthey can take
action to addressdiscrimination against Romapeople.

PSfORfAcil it At ORS

- The extreme content presented in the activity may make it upsetting for certain members of the

group. Obviously, if there are Roma people in your group, you should alert them beforehand and
be prepared to ol&r support if thisisneeded. However, there were many other groupstargeted by
the Nalitholocaust and representatives of these groups may also be al'ected. This applies perhaps
particularly to Jews, sincethe extent oftheirsu@ing isverywidely known. Make sure you are aware
beforehand of the composition of the group and their likely reaction to the activity.

= You could provide participants with information about other groups which were targeted by the

Nalifegime —or ask if they can name them. Some of these groupsinclude:

— Poles (about 2.5 million gentile Poles were killed)

— Other Savicpeoples

— Soviets (particularly prisoners of war)

— ‘Non-Europeans’ —particularly people of African or Asian origin

— The mentally ill and those with learning disabilities

— The deaf and physically disabled

— Homosexuals and transgender people

— Political opponents—in particular, communistsand leftists

— Religious ‘dissidents, in particular members of Jehovah’s Witnesses

See https//en.wikipedia.org/wiki/Holocaust_victimsfor more information.
You will need to approach the discussion with maximum sensitivity and Ekibility, and should not
rush the group if you feel that people need more time to expresstheir feelings.

For the work in small groups, you would be advised to think beforehand about whether there are
likelytobeany dilidultiesfor certain individuals. If thisisthe case, it may be easier to ‘assign’ agroup
identity for everyone, for example, you could ask people to pair up as ‘males’ and ‘females), people
who study dill&rent subjects, people who prefer football / tennis/ athletics, and so on.

In the Brief Romani Holocaust Chronology (below) any reference to Roma or “gypsy” has been re-
placed everywhere by X. When you use this information, you could refer to ‘the group’ or even ask
participantsto imagine it istheir group.

= The purpose of asking participantsto select an identity which isimportant for them isin order that

they try to perceive what it would be like to be targeted asagroup. However, if the group hasstrong
prejudices about Roma, they may even so [l it dilZdult to identify with the Roma’s problems. You
should certainly address this, if thisis the case: leave plenty of time at point 4 of Part 1 for them to
discusstheir concerns. Tell them that it isestimated that between 75% and 80% of the Romapopula-
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tion in Europe waskilled during the Holocaust, and in some oountriesthislﬂjrewasashigh as90%.
You could ask them to imagine what it would be like for them to lose 90% of their people, or 90% of
the people in thisgroup: in a group of 20 only 2 people would remain.

= You may want to give participants some information about ‘hate crimes and explore the link with
hate speech, and hate speech online. ‘Hate crimes’ are crimes committed against individuals or
groupswhich are motivated by an attitude of hate towardsthe group asawhole. You could explore
the waysthat ‘mild’ expressions of hate or racial slurs can easily escalate into more extreme forms,
and can then make crimes against individuals appear to bejustiEH.

- Theword ‘dosta’ means‘enough’ in Romani. The Dostal campaign isan awareness-raising campaign
which aims at bringing non-Roma closer to Romaciti(#hs. You can [ald information about the cam-
paign at http://dosta.org. It may be helpful if you have accessto the Internet, so that participantscan
spend some time looking at the site. There are other sites which address the Romaholocaust which
they could also use for research:
www.romagenocide.org
www.sintiundroma.de/en/sinti-roma/the-national-socialist-genocide-of-the-sinti-and-roma.html
http://romafacts.uni-gralat/index.php/ history
www.romasinti.eu/
www.romasintigenocide.eu/en/home

deBRiefing

Give participants some time at the end of the activity to speak about their feelings as a result of the in-
formation and the activity. You could begin by doing a round and asking everyone to use one word to
describe their feelings.
= Did you gain any new information or understanding asaresult of the activity?
- Did the activity alter your attitudes towards Roma people?
= \Why do you think the su@ing of the Foma people under the Namegime isso little known about
today?
= Do you think if thiswas more widely known it would make adil'&encetothe way Romapeopleare
treated today?
= \What can you do to make the information more widely known?
: What, if anything, have we ‘learned’ from the Nallholocaust? Can you explain how hate speech
became so widespread that terrible crimes could be committed against large numbers of people?
Do you see any parallels with hate speech online and oetoday?

vARIiAtiOnS

You could use the form of this activity to look at any of the other groups targeted by the holocaust, and
whose sull&ing is not widely known. Some of these groups are listed in the tips for facilitators.
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PARt 2: Pl Anning An ActiOn

Thispart of theactivityisbased on Chapter 3 of Compass—Taking Action —and you can use
theguidelinesunder thesection, “ Getting Results” for moredetailed ideas. Thisisavailable
at www.coe.int/compass.

TIME 60 minutes

OBJECTIVES <[£To develop an understanding of how to plan an eliektive action
[ETo consider ways that the Internet can be used asa campaigning tool
[To develop aplan of action —to be implemented by the group

MATERALS +[20opiesof the [(&lwchart (optional)
{Hipchart paper and markers

PREPARATION  +[“1ake copiesof the [Blvchart —or draw an empty version on apiece of ligchart paper

inSt RuctiOnsS

1. Explainthat the group will be designing an action to addressthe problem of online hate speech against
the Roma people (or another group). Remind them about the extent and impact of online hate. Ask
participantsto give some examplesfrom their own experience.

2. Askthegroup tobrainstorm someofthe problemsassociated with online hate speech, thinking particu-
larly about those aspectsthey could address. Prompt them to consider dil'&rent degreesof hate, from
mild abuseto incitement which may lead to hate crime; prompt them to consider the dilgrent forums
and actorswho contributeto the volume of hate speech online. Write the suggestionsup on a@chart.

3. Explain that the group will need to select one of their ‘solutions’ to work on. Remind them that it is
not particularly important which one they choose, but it will need to be achievable and should not
be too ambitious!

4. Discussthe most popular solutions briel?;dand try to reach a consensuson one that all memberswill
be happy to work on.

5. Hand out copiesof the Calvchart on page 48 —or use an empty version on apiece of Echart paper.
Usetheheadingsinthe Célvchart on page48and work through each boxwith participants. Check that:

— The action they have identil’€H will contribute to resolving the problem

— The action is realistic, given the resources of the group and given the obstacles they may come
up against

— The ‘solution’ is concrete enough so that they will know whether they have achieved it or not.

6. Draw up aDecision Sheet, so that everyone knows what they are supposed to be doing, and when.
See the end of the Taking Action section of Compassfor amodel —www.coe.int/compass.

7. Usethe debrieEb to check everyone is happy with the process and the result —and ready to imple-
ment the plan.
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deBRiefing

= How do you feel about the plan for the action you have come up with?

- Doeseveryone feel they have arole to play —and are you happy with your role?

- Isthere anything else we need to consider or be aware of before running the action?
= How will we know whether our action has been ‘successful’?

tiPSfORfAcil it At ORS

= You could run the activity ‘Rootsand Branches focussing to select a problem for the group to work
on. This will give them a broader picture of the ways that some of their problems are interrelated,
and will result in amore cohesive plan of action.

= Tryto give the group asmuch autonomy aspossible in selecting the problem and working through
the [8lwchart. The action will be more el'&tive if they feel ownership of the plan. However, you
should make sure you consider any potential dilfdultiesin running the action and think about how
these could be minimised.

= Itisstrongly advised that, if at all possible, at the stage of planning and before the actual action, you
try to involve members of the Roma community, or your target group, if thisis dil&ent. If you are
able to invite someone to speak to the group this will make the whole activity more realistic, and
will certainly be a useful source of ideas. At the very least, you should check with members of the
community that the action your group isplanning will be received well. Alternatively, contact agroup
locally that works with, or supports, your target group.

= \When working through the (&lvchart, if you do not want to provide participantswith the suggestions
in the boxesyou can use the more generic version in Taking Action from Compass, or draw your own
version on a piece of Echart paper. If participants (Al it dilfdult to think of waysto address hate
speech online, use some of the suggestionsin Campaigning Srategiesto give them afew ideas.

VARIAtiOnS

The activity can obviously be run with a dilErent group commonly targeted by hate speech online. It is
recommended that you run an introductory activity before planning any action as this will deepen par-
ticipants’ understanding and motivate them to work on the problems they have identil’8H. You can use
many of the other activitiesas an introduction, for example:

— ‘Changing the Game’ can be used to look at gender-based hate speech

— ‘Saying it Worse’ can be used to look at homophobia

— ‘Web attack’ can be used to look at hate speech against asylum seekers and immigrant com-

munities.

Online hate speech can of course be addressed both through online and ollihe actions. When considering
actionsthat can be taken, you could suggest that the group conlnk itself to online actions.

Bookmarks - Combating hate speech online through human rights education 4 5



SPEECH
MOVEMENT

@ NO HATE Acldh an[ftam IR EIETHTETTETREL

PARt 3:the ActiOn it Sel f

PARt 4: Reflecting And Il eARning fROMthe
PROc eSS

- Itisimportant to debrief the action onceit hasbeen carried out, aswell asthe processleading up to
it. Ifit isan ongoing campaign, you should take sometimeto re(8kt onthe processshortly afterit has
begun. Thisisvery important asmany one-olEctionscan appearto havelittle e[[&ct and the group
may become discouraged. Use the session to address any concernsthey have that the action “was
not worth doing” or that it “went badly”. Remind them that campaignstypically consist of numerous
actionsand activities, all of which,when taken together, can help to change behavioursand attitudes.

. Usetheir relebtions asalearning point in planning any future actions.

- Begin the session by asking participants to describe their feelings after the day of action. This can
be done asa brief run round the group.

= Divide participantsinto groups of 4-5 people and give them the following questions to discuss as
asmall group.

— What did you feel went well?

— Wasthere anything which was more dilZdult than you had imagined it to be, or anything unex-
pected?

— What do you think were the main achievements of the action? Do these [(tlwith the objectives
you set out initially?

— Do you think there are any lessonswe could learn for next time?

= Bring the small groupsback togetherand discussthe dilrent responsesto the questions. Finish the

session with afew general impressions about the whole process:
— Do you feel satisled with your work in planning and carrying out thisaction?
— What would you list asthe main ‘learning points' if you wereto organise another action (on any theme)?
— What have been the most important results for you personally? Do you feel that your views or
attitudes have changed in any way?
— How do you thinkit would be possible to build on what you have done?Would you liketo tryto do this?

ideASfOR (fuRtheR) ActiOn

Encouragethe group to keep working on the problemsthey have identi(&h! They could use other problems
in the list drawn up at the beginning of Part 2 or could try other approachesto the problem they selected.
The groundwork undertaken in the process of planning this activity will be useful in preparing for other
actions, and may have motivated them to do more aspart of the campaign.

Make sure that participants send an account of their action to the No Hate Soeech Movement. They could
also link up with other groups —including groups in dill&ent countries—and plan a continuation of the
work they have already carried out.
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A BRief hiSt ORy Of the PeRSecutiOn Of the x

1890  Conferenceorganised in Germany on the “ Xscum”. Military empowered to regulate movementsof X.

1909 A policy conference on ‘The X Question’ is held. It is recommended that all Xs be branded with
easy identili&htion.

1920 2 academicsintroduce the notion of ‘livesunworthy of life’, suggesting that Xs should be sterilised
and eliminated asapeople.

1922  (And throughout the 1920s): All Xsin German territories are photographed and Eberprinted.

1926  Alaw is passed to control the ‘X plague.’ (This treatment is in direct violation of the terms of the
Constitution.)

1927  In Bavaria, special campsare built to imprison Xs. Eght thousand Xs are put into these camps.

1928  All Xsplaced under permanent police surveillance. A professor publishes a document suggesting
that “it wasthe Xswho introduced foreign blood into Europe”. More camps are built to contain Xs.

1934  Xstaken for sterilisation by injection and castration, and sent to camps at Dachau, Dieselstrasse,
Sachsenhausen and elsewhere. Two laws issued in this year forbid Germans from marrying “Jews,
Xsand Negroes’.

1938  Between 12-18 June, hundreds of Xs throughout Germany and Austria are arrested, beaten, and
imprisoned. Xsare the [rdt targeted population to be forbidden to attend school.

1939  The Ol%ide of Racial Hygiene issuesastatement saying “All Xsshould be treated ashereditarily sick;
the only solution is elimination. (The aim should therefore be the elimination without hesitation
of thisdefective element in the population)”.

1940 The[Et massgenocidal action of the Holocaust: 250 X children are used asguineapigsto test the
cyanidegascrystal,at the concentration camp at Buchenwald. Employment of any kind isforbidden
to Xsin thissame year.

1941  In July the NaliFinal Solution to “kill all Jews, Xs and mental patients” is put into operation. The
Holocaust begins. Eght hundred Xs are murdered in one action on the night of 24 December in
the Crimea.

1944 1 August: 4,000 Xsare gassed and incinerated at Auschwit[=Birkenau in one mass action.

1945  Bytheend of thewar, 70-80% of the Xpopulation had been annihilated by Nali8 No Xswere called
to testify at the Nuremberg Trials, no one testil’El on their behalf. No war crime reparations have
been paid to the Xasapeople.

1950 First of many statementsover the yearsto follow, by the German government, that they owe nothing
to the Xpeople by way of war crime reparations.

1992  Germany “sells’” X asylum seekers back to Romania for USD 21 million, and begins shipping them
in handcul@on 1 November. Some X commit suicide rather than go. The German press agency

asks western journalists not to use the word ‘deportation’ because that word has ‘uncomfortable
historical associations.

Hdited version of a Brief Fomani Holocaust Chronology, by lan Hancock
Activity developed from Dostal,in Compass—Manual for Human RghtsEducation with Young People, Council of Europe, 2012
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WHICH PROBLEM DO YOU WANT TO ADDRESS?

{That people are unaware of the Foma
holocaust

[ Slereotypes about the Roma population

[ That the Roma holocaust is unacknowledged
olidially

{Fhat the education systemignoresRoma , | .
victims of the holocaust -

{That few have received any compensation

LThat they feel alienated and marginalised

WHICH CHANGES DO YOU HOPETO SEE?

J{Atknowledgement of the Foma holocaust

[ More understanding and tolerance R

<[Almemorial to Romavictims of the holocquét

J[Alschool organised event on the Roma «
holocaust ..

<[ Al least one successful application for
compensation

J{ITihksestablished with young peoplein Roma
community

Acldh an[ftam IR EIETHTETTETREL

WHAT isyour target audience?

>@s‘dentsof our community
{¥bung people

J{Nktional politicians
1° +«[Tachersin local schools

*" J[Eirvivorsof the holocaust
{®bma (young people)

WHAT MEANSWILL YOU USE TOin[Llence your
audience?

{IWrite an article and organise a public event

J[{ilving library with members of Foma
community :

J[€bntactsin the national media a petition withsat
least 1,000 names Y

{Blovide information to young peoplein the
community

J{Iformation to the community about their
entitlements, assistance with requests

[Aljoint cultural event

o
.
.
.
.

HOW IS CHANGE EXPECTED TO COME
ABOUT?

ey will be presented with evidence
{They will listen to Roma point of view
{Nhtionwide pressure and publicity
';@questsfrom young peoplein their
schools
s J[Ebrmal applicationsfor compensation
[Bbtter understanding of each others
customsand interests

o
.
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chAnging the gAMe

Participantsareintroduced tothe Campaign and devisea ‘mini-campaign’
against sexismin onlinegaming.

tiMe
60’

THEMES Racism and Discrimination, Internet Literacy, Campaigning Srategies, Democracy
and Participation

COMPLEXITY Level 3
GROUPSIZE 15 upwards
TIME 60 minutes

OBJECTIVES [fo explore the problem of sexist abuse online, particularly in the gaming community
[%To develop online campaigning skills
{FTo involve participantsin the No Hate Speech Movement

MATERALS <[Hipchart paper and markers

PREPARATION <[“Bhotocopy the ‘instruction cards’ (pages 52-53) and the examples of hate speech
on page 54 (or use an overhead slide)
{Hamiliarise yourself with the No Hate Speech Movement (Chapter 2 of thismanual
or visit the Campaign platform www.nohatespeechmovement.org )

inSt RuctiOns$S

1. Show participantsthe handout on page 54 —and ask for their views. Prompt with afew questions, if

necessary, for example:

— How do you think awoman might feel if she received something like this?

— Do you think thiskind of abuse iscommon?

— What do you think a woman might feel if she wanted to join agame and saw lots of comments
like thisdirected at other women gamers?

2. Tell participantsthat abuse against women isextremely common, not only in the online gaming com-
munity, but also in other onlineinteraction. You could ask whether anyone has seen examplesin their
own activity online and whether any female participants have received such abuse.

3. Explain that these are all examplesof hate speech online and that hate speech isaviolation of human
rights. If statementslikethese wereto be directed at women orgirlsthe,theywouId oftenbeillegal.

Bookmarks - Combating hate speech online through human rights education 4 9



g

4,

NO HATE cdn ERIETEEES m (2]

SPEECH
MOVEMENT

Tell participants that a Europe-wide campaign has been set up by the Council of Europe to mobilise
young people to act against hate speech online. Give them some information about the Campaign
using theinformation below or from Chapter 2 of thismanual. You can also use the campaign website at
www.nohatespeechmovement.org

The Council of Europe’s Campaign against hate speech online hasbeen set up to addressthe problem of hate
speech online. Thisisbecoming increasingly common on the Internet and it can cause seriousharm to those

who

are targeted, aswell as to society asawhole. The Campaign aimsto work in anumber of dilBrent ways,

forexample, by raising awarenessof the problem, working to addressthe attitudesand prejudiceswhich drive
online hate, mobilising young people to act against it, supporting and building solidarity for victims of online
hate, and so on. All young people are encouraged to join the movement.

5.

Explain that the activity will explore some ways in which the group can become involved in the
Campaign by looking at the specil'€lissue of sexist abuse against women gamers. Participants will
design their own ‘mini-campaign’ around thisissue. They will work in small groups to explore ways
of addressing dil&rent target audienceswho have some relation to the problem.

. Show participantsthelist of ‘target audiences and invite them to select oneto work on for the activity.

Try to make sure there are roughly equal numbersin each group.

— Group 1: women gamers

— Group 2:those who abuse women gamers, or are likely to abuse them

— Group 3: other gamers (those who don’t necessarily engage in abuse, but allow it to happen)

— Group 4: policy makers, local or national parliamentary representatives, Ministries, and so on

— Group 5: online service and content providers, as website owners and hosts, online community
managers

— Group 6: the general public, so that they can understand the seriousness of the problem and
help to support the Campaign

Give each group a piece of Echart paper and their instruction card. Tell them they have about 20
minutes to think about the specill€lmethods they will use to engage their audience. Remind them
that others are working on dil’&ent audiences: they should try to concentrate on the methods and
messagesthat will be most likely to engage their audience’sattention and make apositive contribute
to the campaign. A good campaign brings as many people on board aspossible!

. After about 20 minutes, invite the groupsto present their suggestions. Allow some time for questions

of clariliéhtion and comments.

. Explain to participantsthat areal campaign strategy needs more than 15 minutes! Very often, initial

suggestionsare modil’eH or even rejected in favour of dil’&rent ideas. Agood strategy will be worked
on by anumber of people often over many months,and may betested out beforeit isactuallyimple-
mented. The debriel’hly will look at participants’ views on their ‘(£st draft’ of a strategy!
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deBRiefing

queStiOnSOn the St RAtegy And Online cAMPAiIgning:

: How easy did you [Inld it to think of online actions? What are the advantages and disadvantages of
acting online?

- Did you feel happy with your proposed strategy? Do you foresee any problemsin implementing it?

= Do you think your campaign could have been strengthened by adding some olfihe actions? Can
you suggest any?

= Do you think you managed to ‘target’ your audience successfully? How did you go about this?

queStiOnS On SexiSMAnd Online ABuSe:

= Isit important to addressthe problem of sexism in online gaming?Why or why not?

- Isit important to address hate speech online generally? Why or why not?

- Do you think you can make a dil'8rence to these problems? Do you feel motivated to do so?

- Do you feel you ‘learned’ anything from this activity? Have your opinions altered in any way, or did
you come to understand anything more fully?

tiPSfORfAcil it At ORS

= You may feel that the examples of abuse are not suitable for your group. You could modify them
or remove those which are most olighsive, or make up some of your own. It is also likely that some
female participants have experienced sexist abuse online: you could ask them for examples.

= Theactivitywould benelttrom moretime:ifthisisa possibility, you could give groups30 minutestodis-
cusstheir strategiesand allow them tolook online at the Campaign website, or at other online campaigns.

= If the group is small, you do not need to use all target audiences: select those that seem most im-
portant for your participants.

= Many methodsor messageswill be similar forthe dill&rent target audiences: the purpose of concen-
trating on one isto focus participants' attention on the particular messages that will be most likely
to resonate with their audience.

- Beawareof thegender mixin the small group work.ldeally, there should be aroughly equal balance.

= When participants present their strategies, encourage other groupsto ol’& ‘constructive criticism’.
You could suggest they always[ld something positive to say about the strategy, and then o[’&r any
suggestions for how it could be improved.

VARIAtiOnS

The group work could be given to participants asa project they work on over the course of a week. They
could be encouraged to research other websites, explore the extent of the problem and look at the laws
or regulationsrelating to sexist abuse online.

Participants could take another issue to concentrate on in their planning, for example, racism online,
cyberbullying, or sexism across all areas of the Internet. The groups could also select their own issue to
concentrate on, but in this case it would still be useful for them to identify a specit_dtarget audience.
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Participants could follow up the issue of sexism in gaming, for example, by conducting their own research
into the extent of the problem. Small groups of participants could take particular games and monitor
any instances of hate speech. These could be reported to Hate Speech Watch, and also to the websites
themselves, if appropriate.

Participants could develop further the most promising strategies, and then implement them! They could
make use of their social media proms, online forums or other commenting spacesto spread information
and raise awareness about the problem.

If participantsare online gamers, they can also discussthisproblem with other online gamers. Participants
can also develop key messages they can use when involved in gamesand when such abuse occurs.
Invite participantsto present some of the gamesthey know of and discuss hate speech in games.

hANdOUt s

gROuUP 1: SuPPORting WOMen gAMeRS

Your group will concentrate on women gamers, both those who have received abuse and those
who may be worried about receiving it.

= What are your key messages?

- How can you make women gamersfeel supported?

= What can you suggest they do?
Think about the online tools you can use to build solidarity among women gamers.

gROuUP 2:ReAching the ‘ABuSeRS’

Your group will attempt to addressthose who commonly abuse women gamers, or those who may
be tempted to do so.

= What are your key messages?

- How can you persuade them to change their behaviour?

= What information do you need?
Think about the online tools you can use to reach as many members of your target audience as
possible.
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gROuP3:encOuRAging ActiOn By Online gAMeRS

Your group will target those members of the online gaming community who witness hate speech
against gamers, but don’t engage in it themselves.

= What do they need to know?

= What do you want them to do?

- How can you persuade them to do it?
Think about the online tools you can use to encourage action by asmany gamersaspossible.

gROuP4:ReAching POl icy MAKeRS

Your group will focus on those who may be able to address the problem because they are policy
makers or members of your country’s government.

- What are your key messages?

- How can you persuade your target audience to engage with the problem?

= What are you recommending as action they should take?
Think about the tools you can use to reach asmany members of your target audience as possible.

gROuP5:ReAching Online SeRvice And cOntent PROvideRS

Your group will focuson those who may be able to addressthe problem directly, for example website
owners, Internet providers, and online community managers.

= What are your key messages?

= How can you persuade your target audience to engage with the problem?

- What are you recommending as action they should take?
Think about the tools you can use to reach as many members of your target audience as possible.

gROuP 6: RAiSing PuBl ic AWARen eSS

Your group will concentrate on engaging members of the publicto addressthe problem.
= What are your key messages?
- What do you want people to do?
= What information do you need?

Think about the online tools you can use to mobilise people to join your campaign.
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o Verizon 7 11:29 PM

| oll Q
g r.;q__% Rep *Akhkk
~ Gamerscore 3194 @
Pro i

lol its hard to hear with
all the fat in your ears.....

ﬁ Message Text block me now fat bitch...
forgot your fat youcan do

ur a'lesbian hore that that with your fat
cause youre fat

B Message Text

JUst gettin attantion and Is
helur husbandiyet no so il coll
him ur boyfriend, and getallfe
U work at sum stor s ploce
dont wonna bo friends with fat
ugly girl gamers

7

e your friend

FramedAdam  oaezont

Get back in the kitchen

r-——-—.—.—-! ON 4292012 AT 1:43 P Message will expire in 20 days

| /;[ Garry Garrys9 wrote:

am gonna shit your throat you fucking slut for having 2 full friends list vou fucking cunt i hate you go
an fucking die you slag!

Message will expire in 30 days | Block user

Say something here...

Source of the captions: http://fatuglyorslutty.com/ (retrieved on 9 October 2013)
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level 4

checKing thefActS

Participants are asked to act as ‘researchers’ for politicians on the issue
of homophobicabuse. They consider thereliability of information posted
onlineand develop strategiesfor their own practice.

tiMe
60’

THEMES Internet Literacy, Racism and Discrimination, Campaigning Strategies
COMPLEXITY Level 4
GROUPSIZE 10-20
TIME 60 minutes

OBJECTIVES (2o assessthe reliability of information found online
explore some of the dil “dultiesfaced by young gay peoplewith hate speech online
<[Zo consider their own behaviour in relation to online content

MATERALS <[“Accessto the Internet
[EBapersand pens
[EHipchart and markers

PREPARATION <[{Hnsure that there is Internet access for participants
[INlake copies of the Researchers’ tasks and the monitors’ sheet (page 59).
J{EOptional: Ask beforehand for volunteersto carry out the ‘monitoring’ task. About half
the group will be needed asmonitors. Show them the monitoring sheet and check
they understand the information they will be looking for,and how to (lin the grid.

inSt RuctiOnS

1. BExplain that theactivity will explore the use of the Internet asan information resource. Ask how much
participants use the Internet for this purpose and whether they have ‘favourite’ sitesthey use.
2. Givethem the following scenario and check that everyone understandsthe task.

Following a number of homophobic attacks against young gays — particularly in online sites and videos

—and strong lobbying by NGOs, there isto be a debate in parliament about the issue. The government has
proposed draft legislation to allocate money from the budget towards educational e[[drts to counter
homophobic attitudes and provide support for young gays. The main opposition parties are all opposed
to the new law.
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You are to imagine you are working as researcher for a politician who wantsto speak in the debate. She has
asked you to prepare a briel'flg for her speech with some key pointsto be made in the debate. You have 20
minutesto do some preliminary research.

3.

Explain that peoplewill workin groupsof 4, with 2 people acting as‘researchers and 2 people observing
the ‘methodology’ of the researchers. Tell them that research demandsaproper methodology! Askif they
can suggest someimportant considerationsin carrying out research and makealist of theseon amohart.

. Ask for volunteersto act as monitors, if this has not been done beforehand. Give them copies of the

monitors sheet and make surethey understand thetask. Divide therest of the group so that you have
roughly equal numbers working for the government, and for the dil&rent opposition parties. Gve
each group a card with their task.

. Tell participants they have 30 minutes to carry out their research. Suggest that they use the (st 20

minutes to [AH relevant information, and leave 10 minutes at the end to agree on the main points
they will present to their parliamentary representative.

. When groupshave Chlshed thetask, invitethemto moveaway from the computers. Gvethem another

5-10 minutes so that the monitorsin their group can feed back on some of their key observations.
Invitethe researchersto present themain pointsthey selected for theirmember of parliament’sspeech.
These can be presented as‘bullet points’ participantsare to imagine they are briellhlg the member of
parliament, not making the speech themselves!

. Allow some time after each presentation for the monitorsto present their results, and for any ques-

tionsfrom other groupson the information presented or the strategy used. Then invite participants
to debrief the activity.

deBRiefing

queStiOnSABOut the ReSeARch And BRiefing f ORPARIiAMent ARy
RePReSentAtiveS

How easy did you [l the task?What did you [l most dilfidult?

How did you decide which websites to use for information? How much were you concerned by the
‘trustworthiness’ of the sitesor the ‘truth’ of the information you selected?

Did you give more importance to [alding information which would support your representative’s
position, or to providing an ‘objective’ account of the issue? Which do you think a real researcher
should do?

Did you search for examplesof hate speech against gays? If some groupsdid not, do they think this
would have been relevant?

Do you think your representative would be happy with your research? Do you think those she rep-
resentswould be happy?

queStiOnSABOut uSingtheinteRnet f ORReSeARch PuRPOSeS

Did you (Al out anything important about using the Internet for research? Would you like to add
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anything to the list of considerations compiled at the beginning of the activity?
= \Wereyou surprised bythedi@ent information that peoplemanaged to [Ad?How do you explain this?
= \What are some of the ways we can check whether awebsite isreliable, or whether information can
be trusted?Do you normally do this?

queStiOnSABOut hOMOPhOBIA/ hAte SPeech Online

= Did you (Al any examples of discrimination or abuse?

= Do you think you found any information which was ‘false’ or unfair?

= What are the risks of allowing anyone to post their opinionsonline?Can you think of thingsyou can
do to reduce the risk of other people taking these opinions as ‘fact’?

tiPSfORfAcil it At ORS

- Theactivitywill be more el"&ctive if the ‘monitors are briefed beforehand. If thisispossible, you could
have only one monitor for each small group, and increase the number of ‘researchers.

= The researchers should not feel they are being ‘tested’ by the monitors. You could tell them that
the monitors' task isto look at diligrent research methods and that there are a number of ways of
approaching thistask!

= You may decide not to show the researchers the monitors' sheet: in this case they would not be
alerted to some of the key considerations and the results might be more interesting. However, this
may also put more pressure on the researchers. Showing them the sheet would give the researchers
and monitor a better collaborative working relationship.

. During the debrie['ilg you could explore whether research is likely to be biased by the result we
‘want’ to [Ald. You could use this to ask how participants generally relate to information they see
but do not want to believe!

= One of the dangers of misinformation or strong bias being so prevalent on the Internet is that it
can easily be spread as ‘fact’. You could explore whether participants think they may have passed
on ‘facts they have seen on the Internet, and whether any of this information may have helped to
spread prejudices about particular groupsor individuals.

= You could use the checklist in the background information on Internet literacy to supplement par-
ticipants' suggestions for how they can check the reliability of information posted on the Internet.
Emphasise that most of what we see containsan element of ‘opinion’. There are many waysof present-
ing information so that a particular point of view is strengthened. For example, omitting examples
of homophobic hate speech givesthe impression that thisisnot a problem!

= You can do asearch about the tracking of Internet hoaxes and discuss with participants how false
news contributes to fueling hate speech.

VARIAtiOnS

You could select adilirent ‘target group’ for participantsto research, for example,women, Romaoranother
ethnic minority, asylum seekers, and so on.
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You could also run the activity without monitors, but with everyone acting as their own ‘monitor’. In this
case, you should go through the monitors’ sheet with the group beforehand and ask them to check their
own methodsasthey research.

ideASf ORActiOn

Participants could re[lhk the list of considerationsfor carrying out research online and create their own set
of guidelines. They could also compile a checklist for sharing information with others, and share thiswith
activistson the No Hate Speech Movement website. Agreat deal of hate speech isdisseminated by people
who unthinkingly share opinions which express abiasand are hurtful to others.

They could try out the checklist on page 59 — or their own —on some popular news sites. A great deal of
journalism isresponsible for spreading prejudices about groupsin society. This can encourage readersto
think it is ‘acceptable’ to abuse these groups.

You can ['Ald other educational activities to run with your group about strategies of misinformation here:
http://mediasmarts.ca/sites/default/@s/tutorials/facing—online-hate/index.html

Invite participantsto present thewebsitesthey use most often to [l information onlineand checktogether
how reliable and impartial these websites are.

hANdOUt s

POl iticiAn 1

Your politician isa member of the government. She needs to speak strongly in favour of the new
legislation. Do an Internet search to [Ald any information that would be useful to her in making her
speech. Then make alist of about 5 key points you think she should address.

POl iticiAn 2:

Your politician isamember of the opposition. He isopposed to allocating money from the budget
to addressthisproblem. Do an Internet search to Chd any information that would be useful to him
in making his speech. Then make a list of about 5 key points you think he should address.

POl iticiAn 3:

Your politician isamember of aminority party. Your party hasnot yet decided whether to support
oropposethelegislation. Do an Internet search to (A anyinformation that would be useful to your
politician in making up her mind. Then make alist of about 5 key pointsyou think she should address.
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MOnit ORS

Yourtaskisto try to analyse the approach used by the researchers. Try to gather asmuch information
on thequestionsin the monitors' sheet aspossible. You can ask the researchersto explain what they
aredoing,orwhy they are taking aparticular approach, aslong asyou don’t distract them too much!

MOn it ORS’ Sheet

Search termsused to
[iBld information

FOREACH SITEV ISITED:

Name of site

Approx. no of minutes
spent on the site

‘Political orientation’

(pro-gay, anti-gay,
neutral)

Why wasthe site
chosen?

‘Authority’ of the site:
—Why should the site
betrusted?

—Did thegroup
check this?

For any information
extracted, wasasource
or reference given and
did the group check
this?

Anything else relating
to how the researchers
approached their task:
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level 4

cl ASh Of f ReedOMS

Theactivityisasimulationinvolvingtwo communitieswith opposing views
on freedom of expression, but forced to livetogether on the sameisland.

t iMe
120’

THEMES Democracy and Participation, Freedom of Expression, Racism and Discrimination
COMPLEXITY Level 4
GROUPSIZE 10-20
TIME 120 minutes

OBJECTIVES [£To explore issues relating to diversity, pluralism and hate speech
{ETo consider how freedom of expression contributes to the functioning of a
democratic society
[&To discuss the advantages and disadvantages of having no limits on freedom of
expression
[#To practise skills of negotiation

MATERALS <[:Baper and pens
J[E8pace for the two communitiesto meet (separately)
[ facilitators (ideally)

PREPARATION  <[:llake copies of the information about the two islands (pages 63 and 64)
[INake copies of the Problemsto be addressed (page 65)

inSt RuctiOnS

1. Explain that the activity will involve asimulation and divide the group into two dil&ent communities.
The Ixprat community should be larger: about two thirds of participants. The remaining third of the
group will represent the Pastiks. Explain that the [edt part of the simulation will involve work in the
separate communities. After 20 minutes, the groupswill be brought together.

2. Oneofthegroupsshould be shown to adiligent room. The facilitator for each group should read out
the information about the relevant community, and may then hand out copiesfor people to refer to.

3. Begin the discussion in each group by asking for participants' thoughts about life on the island.
Ask whether they would like to live there. After some reEbtion,thefolIowing questionsshould be
put to the groups:
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Pastik group
What are your concerns about moving to the new island?

Ixprat group
What are your concerns about receiving alarge number of immigrants with no knowledge of your
culture or traditions?

4. After 20 minutes, the two groupsshould be brought together. Invite the islandersto introduce them-
selves, encouraging them to make brief statementsiif they would like to do so. Do not allow thisto
occupy more than 10 minutes.

5. After about 10 minutes, give participantsthe following information:

Avyear haspassed, and a number of problems have arisen. Tensions between the communities have become
increasingly acute and many people are worried about severe social unrest. The President hasinvited you to
form a working group to try to [Ald solutionsto these problems.

6. Divide the whole community into smaller working groups, so that each working group has (roughly)
2 Pastik membersand 4 Ixprat members. Give each group one of the problemson page 65.

7. Tellthegroupsthat they have 20 minutesto reach adecision about how to resolve the problem. Explain
that any proposal must be put to the vote and needsto be approved by amajority of participants(in
theworking group)in order to be accepted. Remind them that if they cannot approve anew decision,
the status quo will continue!

8. After 20minutes, bring everyonetogether to present their decisions. Give each working group 2-3min-
utestofeed back and outlinetheir solution, and ask for any brief responses. Then, move to debrieEb.

deBRiefing

Begin by taking participantsout of role and reminding them that they are now going to discussthe activity
asawhole. They should try not to return to previous debates.
- How did you feel about the activity? What did you like or not like?
- How easy wasit to play your role —and stay in it —when the islanders came together?
= \What did you think about the negotiation process, and the process of decision making at the end?
What were the most important things for you when trying to (A a solution?
- Wasit fair that the Ixprat community e@ctively had aveto on any proposal, because they were the
majority? How can we make sure that the opinionsand rights of minorities are fairly represented in
‘real’ life?
- Did the activity change any of your views?If so, which in particular, and why?
= Do you think the activity was close to reality: did it recall any problemsin society today?
= How do you think we should deal with the problem of people saying things which are hurtful,
intolerant and sometimes dangerous?
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tiPSfORfAcil it At ORS

- Thedescriptionsoflifeonthetwoislandsarerelativelylong,in order to get participantsinto the spirit
of their community. They should be read out not as ‘information’, but more like astory!

= Theworking group which takesthe problem about the Internet campaign could be asked to focuson
the online aspect of the problem. At least, they should be directed to consider thisaspect alongside
any olihe proposals.

= Allow the simulation to run with as little guidance from you as possible. Make sure that people
understand the time limits and the nature of the task but allow them to approach the tasksin the
way they think best. Interrupt only if they seem to have misunderstood, or if tensions or conllidt are
interfering with the process.

. Participants would benel#from some information on freedom of expression. If there is time avail-
able, use some of the information.

VARIAtiOnS

Iftimeisshort, the descriptionscould be shortened and inthe (ol negotiationsthe working groupscould
all be given the Crdt problem to discuss. Thiswill speed up the negotiations.

If time allows in the [Est (separate) meetings of groups, you may want to ask participants if there is any
message they would like to communicate when they are brought together. These messages could then
form the brief ‘introductions which take place in the [t 10 minutes of the meeting.

If the group is large, it may be necessary to subdivide the ‘new’ community into smaller groups so that
everyone has a chance to contribute. Each of the new groups should consist of roughly one third Pastiks,
two thirds Ixprats. Groups may also want to nominate 1 or 2 spokespeople for their community.

ideASfORActiOn

Participants could draw up aproposal for their own group, similar to the onesthey produced asaresult of
the negotiations. This could be voted on and used asa set of guiding principlesfor either online or olllihe
behaviour.

Participants could research the main immigrant groupsin their country. They could (Al out some of the
reasonswhy people have moved there, and look at whether they feel their rightsand opinionsare respected
bytherest of society and how they are portrayed in the media, both onlineand olfihe. You could also invite
some representativesfrom dillerent communities to speak to the group.

If your country isnot considered a country of immigration, you can check how the people who emigrated
from your country are viewed in the hosting countries.
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the PAStiKiSI And

You live on asmall island whose bordersare closed and which hasseen noimmigration and very few tour-
ists for as long as anyone can remember. Your society is calm and peaceful: peace and the absence of
conlidt have a strong tradition and are regarded as a ‘national priority’. There is even an article in the
Constitution which statesthat:

No-one should say or do anything which might be painful or upsetting to others

This article is carefully monitored and infringements are severely punished. It is very rarely broken; it is
much easier to agree with other people. Disagreement has become painful for the Pastiks asit troubles
the mind.

Your country callsitself ademocracy. Bections are held every year and nearly everyone votes. However,
the same people tend to be elected, asthere islittle discussion of alternative policies.

In general, conversations, public pronouncements and even the media don't stray beyond the opinions
that are generally accepted by society, and people mostly don’t mind this as they have forgotten or are
unable to imagine a dil’Brent way of doing things. There is little news about other places on the globe,
no literature from other cultures, and very little change, because change hasbeen found to be upsetting.

People have noticed over the yearsthat the coastline has altered: sea levels have risen and many parts of
the country which used to be habitable are now under water. Thisdid not matter to begin with: there was
enough land for everyone and communitiesliving near the coastline were simply moved further inland.
However, in recent years the problem became more acute. A few people began discussing it among
themselvesbut thiswasfound to be upsetting, so the government introduced a ban.

Life continued, mostly calm, predictable and free from conlidt and disagreement, until one terrible windy
day a severe hurricane hit the island. Buildings were destroyed, many people died, and most of the land
was [Bbded. When the waves subsided, few crops had survived and those that had survived were now
dying from the salt water. Nearly all the infrastructure had been destroyed. Food became scarce, infection
and disease began to spread and medical supplieswereinadequate. Theisland fell into chaos. People even
started disagreeing about what the best thing to do wasl!

Just when it seemed that all hope waslost,amessage wasreceived from aneighbouring island, the Island
of Ixprat. The message expressed sincere concern for all Pastiks and contained an o8 to accommodate
anyone who wished to move to Ixprat. You are among those who have decided to move.
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theiSI And Of ix PRAt

You live on the Island of Ixprat, located in the Pacil&lOcean and in the path of one of the ancient shipping
routesacrossthe ocean. Your island hastraditionally relied on trade and communication with other coun-
triesand you have had an open borders policy for hundreds of years. That has meant that travellersand
immigrants from many dilfgrent cultures have been a strong feature of life on the island. The result isa
very diverse population, with awide range of opinions, beliefsand cultural practices.

Your national culture embraces such diversity: people have akeen interest in other ways of doing things,
dil&rent beliefsand ideologies. Of course, with such diversity, not everyideaor ideology can be embraced
by everyone. Disagreement and conl[idt are a way of life on Ixprat. Aimost every meeting of two human
minds containsathrashing out of thoughts, beliefsand ideas. Furthermore, almost every meeting passes
through or endsin disagreement. Disagreement isalmost a national hobby.

For that reason, there are no lawswhich limit what one person or one group can say to another, or which
limit what one person or one group can say about another. Some people do say terrible things. Sometimes
thisleadsto people doing terrible things. The ‘doing’ is punishable by law; the saying isnot.

Life on Ixprat is interesting, challenging, and constantly changing. You value the richness of the culture
and thefact that you can say anything you like. You know that endlessargument and disagreement does
not always lead to happiness. In fact, you often [Ald disagreement very tiring, and very painful: it is not
alwayseasy to hear people saying thingsyou think are wrong, let alone thingsyou think are cruel. You have
also seen how some groupsin society tend to be more frequent victims of cruel and intolerant language
than others.

Bven so, it seemsto you important that no-one should ever be stopped from expressing their beliefs.

One windy day, your island received newsthat a very strong hurricane had hit one of the other islandsin
the Pacil'&l You know very little about that island: they have always kept themselves to themselves. You
haveheard talesthat the peopleliving on theisland are very stupid and very backward, but you have never
met anyone from there. You know it isalmost impossible to visit.

The government hasannounced that the Island of Pastik sul'&red so badly asaresult of the hurricane that
most of the residents who have survived will be relocating to Ixprat. They can probably be squeel&t in
but it will mean that current residentswill have to do alot of re-adjusting. Jobswill have to be shared out
and there may not be enough housing for everyone.
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PROBI eMS f OR WORKing gROuPS

PROBI eM 1:

A campaign has been set up to ‘Find a Pastik tongue’ and it has taken the Internet by storm. The
campaign site includes such slogans as

— Pokea Pastik dummy: seeif he squeaks!

— Notongue, no brain!

— FAnd atongue, win a smartphone!
People are invited to submit photos of Pastik tongues. There isa “Tongue Gallery’ with photosand
videosof people forcing open the mouthsof Pastiks, shining atorch into their mouths, posing with
telescopesor pointing to thetongue. The campaign isgathering momentum and there havebeen a
large number of incidentswhere Pastikshave been attacked in the streets. Pastiks have responded
by saying they refuse to be drawn into an insulting conversation with people they don’t respect.

PROBI eM 2:

Ayoung girl from the Pastik community was shouted at in the street by a group of boys from the
Ixprats. They called her a “fat slob”, a“[fthy slag” and told her she had no tongue in her head and
no mind of her own. The girl has been miserable and has not left the house or talked to anyone for
two weeks. For three days she has eaten nothing. Her parents are desperately worried.

PROBI eM 3:

Areport hasbeen released which showsthat the rate of unemployment among Pastiksisfar higher
thanin the population asawhole, there are no Pastik representativesin Parliament and few in posi-
tionsof power in any organisation. The report hasalso monitored other social factors, for example,
levels of stress and mental iliness, educational qualilEtions, and levels of crime. On all indicators,
the Pastiks appear to do worse than any other sector of society. Attitudes towards Pastiks among
the rest of society are also overwhelmingly negative.
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level 1

cOnfRONting
cyBeRBullying

“i"\s","' Thisis an activity in which participants identify their likely response to
variousbullying scenarios, and discuss alternative courses of action.

THEMES Oyberbullying, Democracy and Participation, Internet Literacy
COMPLEXITY Level 1
GROUPSIZE 10-20
TIME 45 minutes

OBJECTIVES [fo understand the diligrent forms that bullying can take, and the connections
between olfihe and online bullying
{Toidentifydil&lent waysof responding tobullying, cyberbullying and hate speech online
(%o raise awareness of the importance of responding

PREPARATION  <[[Nlake 4 signson pieces of A4 paper and stick each onein a dili&rent corner of the
room. The signs should read:
— Nothing
— Respond to the bully
— Report the behaviour
— Something else
[[ake sure there is enough space for participantsto move around the room.

inSt RuctiOnS

1. Sart by asking participantswhat they understand by bullying. Prompt them to think about dil&rent
ways people might bully others.
2. Point out the signsin the corners of the room and explain that you will read out anumber of dilg-
ent scenarios. Everyone should choose which of the following options best [£$what they would do:
— Do nothing
— Respond to the bully / bullies (for example, engage in discussion, hit back at them, or something
else. If the bully isunknown, this option may not be relevant.)
— Report the behaviour (for example to ateacher, parent, site administrator, or other authority)
— Something else (for example, bring othersinto the discussion, set up a ‘solidarity group’, etc. You
could ask them for further ideas).
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3. BExplainthat after each scenario hasbeen read out, participantsshould go to the corner which isclosest
tothewaytheywould probably respond. Tell them to be honest about what they think they would do!

4. Read out the [rst scenario and give participants time to select their corner. Once they have taken a
position, ask a few in each group to explain why they chose that response. Then read out the next
scenario, and continue until you feel enough cases have been discussed.

deBRiefing

Use some of the following questionsto debrief the activity:

- How did you (Bl the activity? Which scenarios did you [Bld most dilfdult to respond to and why?

= Do you think all were examples of bullying?

- Have you ever come acrosscyberbullying —either asavictim or abystander?What can you say about
the relation between ol%ihe and online bullying? Are there any important dil&ences?

= Hasthe activity made you look at bullying / cyberbullying in adiligrent way?Hasit made you think
you might respond dilf&rently in future?

= What can you do against cyberbullying?

- \Who should take action to prevent hate speech online?What should the role of the medianetworks,
service providers, the police, parents, the school authorities, and so on, be?

tiPSfORfAcil it At ORS

- Ifthegroup islarge, or unaccustomed to general discussion, it may be helpful to introduce amagic
stick or imaginary microphone so that people wanting to speak must wait their turn.

- Participants may want to choose more than one option, for example, responding to the bully and
reporting the abuse. If thishappens, tell them to take the corner which seemsmost important, then
give them the chance to explain their position.

- Be aware that some participants may be experiencing bullying, perhaps from othersin the group.
You will need to be sensitive to the dil&rent personal needsor conlidtsand should not pressanyone
to respond if they do not seem willing to.

= If there are participantswho are experiencing bullying, the activity may bring their concernsto the
surface, leading them to recognise their need for further support. You should either make it clear
that you can ol’&r such support —in conll@lence — or should have alternative support systems you
can point them to. Before the activity, you may wish to explore existing local or national services, for
example, helplinesor organisationso@ing support to the victims.

- If participants are unfamiliar with cyberbullying, or do not seem to recognise its damaging nature,
you could use some of the background information to raise their awareness both about the issue
and about approachesother people have used. Where relevant, the linksbetween hate speech and
bullying should be made (especially when bullying iscombined with hate speech).

vARiAtiOnS
The activity could be simpIiL_eH,withjust two optionsfor participantsto select: ‘Do nothing’, or ‘Do some-
thing’. The two signscould be put at either end of the room and participantsplace themselvesalong aline
between the two signs, depending on how likely they are to select either option.
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ideASfORActiOn

Any further action will be more elEctiveif the participants have decided on agroup action together. You
could discuss various ways for following up on the activity, for example, raising awareness of the problem
(online or olfiihe), setting up a support or solidarity group, implementing an anti-bullying policy for the
group / class/ school, or creating a’No to online bullying’ campaign, and so on.

You can also join the No Hate Speech Movement and use the campaign website to share video messages
of solidarity with the victimsof cyberbullying. You can also use the website to share advice for any Internet
user on what to do in situations of cyberbullying.

hANdOUt s

ScenARIOS

You have received a number of abusive emails and text messages from addresses or numbers you don’t
recognise. Some have been threatening: it seemsthat the bulliesknow you. What do you do?

Some people from your school have edited some photos of yours and posted them online with nasty
comments. You think you know who it is. What do you do?

Aboy from a dillrent country hasjust joined your class. Your friends make fun of him and have started
posting racist jokes about him on their social networks. They keep telling you to re-tweet or re-post the
jokes. What do you do?

Agroup of kidsin your class have been spreading a hurtful rumour about you on social networking sites.
Many kidsnow won't play with you or even speak to you. Even your friendsare starting to think therumours
may be true. What do you do?

Theteacher tellsthe class that some people are being badly bullied and one young person was attacked
on the way home from school. She asksfor anyone who knows anything about thisto talk to her privately
after the lesson. You think you know who did it but you're scared because you have received alot of text
messages, warning you not to say anything. What do you do?

You see a child in the playground standing alone and crying. You know other children tease her because
she’slearning-disabled, and they call her “thicko” and “pig ugly”. Your friends are some of the worst and
often laugh about her when you're all together. What do you do?

Thisactivityisan adaptation of theactivity “Bullying Scenes’ from Compasito, Manual on Human RghtsEduc:aE
tion for Children —www.coe.int/compass
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f ReedOMunliMited?

Participantsexploretheidea of freedom of expression using a number of
case studies. They need to decide what to do with comments or commu-
nicationswhich are controversial, abusive or potentially dangerous.

tiMe
45’

THEMES Freedom of Expression, Democracy and Participation, Human Rghts
COMPLEXITY Level 2
GROUPSIZE 12-20
TIME 45 minutes

OBJECTIVES [ETo explore the concept of freedom of expression
{To understand why freedom of expression isimportant — for individuals and for
society
{FTo look at the reasonswhy limiting freedom of expression may be needed to protect
human rights, particularly where hate speech isinvolved

MATERALS <[HHipchart and marker pens
J{E0opies of the cards on page 72

PREPARATION  <[“lake copies of the cards on page 72 (enough for each small working group)

inSt RuctiOnS:

1. Ask participants what ‘freedom of expression’ means to them. Collect ideas on a chart, inviting
discussion of some of the following pointsif they are not raised by participants:
— Doesfreedom of expression mean we can say whatever we want?
— If you think certain ‘expressions’ should not be permitted, how could we decide what needs
banning?Who should decide?
— Apart from through speaking or writing, what are the other ways we ‘express’ ourselves (music,
drama, images, body language, etc.)?
2. Do not attempt to ‘resolve’ the issues at thismoment: gather some opinions and explain that these
are often controversial questions which will be explored in more detail through the activity.
3. Ask whether anyone has ever been prevented from saying something they wanted to — at home,
school, orin public. How did it make you feel?Why wasit important to you to be able to expressyour
point of view?
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4. Provide some brief information about freedom of expression. Use the information below, or add to it
from the background materials (page 160):

f Reed OM Of ex PReSSiOn

Theright to be free to express our thoughts or opinionsis an important human right, and is part of inter-
national human rights law. The right is valued both because our thoughts, opinions and ability to com-
municate areacentral part of what it meansto be human, and because communication and discussion are

essential in building an e@ctivedemocraticsociety. Understanding and living side by side with othersde-
pendson open and free communication —even if we sometimeshave to hear opinionswe don’t agree with.
Nevertheless, freedom of expression isnot an ‘absolute’ right which alwaysapplies, without limits. It isaright

which hasto bebalanced against therightsof others, or against the good of society asawhole. When expres-
sioniseither extremely damaging to certain individualsor islikely to be damaging for society, it can belimited.

5. Tell participantsthat they will work in small groups (4 - 5 people) and will discussanumber of casesin
which people post thingsonline which are harmful to othersand their human rights. The groupsneed
to decide whether thisis a case where any of the material should be taken olfihe —in other words,
whether freedom of expression should be restricted.

— If they decide it should: what should be taken o[fihe, and why?
— If not, why not?What else can be done and by whom?

6. Divideparticipantsinto groupsof4 or 5peopleand give each group acopy of the caseson page 72. Gve

them about 20 minutesto discusseach of the cases. They should try to provide reasonsfor the decisions.

deBRiefing

Go through each of the case studies asking for groups’ responses. Discuss brie@the reasons behind the
decisionsthey took. Use some of the following questionsto draw out other key points:

= Were there any cases where you could not reach agreement in the group? What were the key dif-
ferencesin opinion?

. Did it makeadi(&encewho wasresponsible forthe posts?Did it make adiligrence how many people
responded, or how they responded?

- Did you arrive at any general principles to decide when freedom of expression can (or should) be
restricted? What are the dangers in being over-restrictive? What are the dangers in being over-
permissive?

= Do you think that closing down websites or removing harmful postsisan ellective way of combat-
ting hate speech online?

- In your country, are there restrictions on what people are allowed to say —online or o[ihe? Do the
rules dili& for online expression?

tiPSfORfAcil it At ORS

= When participants discuss the cases, remind them to consider how much material they would take
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olfihe, if they decide to do so. For example, they could decide to remove the whole site (or prom)
or they could remove asingle post / video, ban the user who posted, and so on.

= It may be worth reminding participants that the European Court of Human Rghts considers any
restriction of freedom of expression as a very serious step! It should only be done when there is
strong justilehtion.

= You may want to explore with participants the extent to which the discussions themselves were
useful in helping them to form their opinion, and what thismay tell usabout freedom of expression.

- If necessary, or if time allows, you may want to explain that human rightslaw, and freedom of expres-
sion, is really about how governments should behave. Limiting expression on the Internet is often
more complicated because much of the Internet is‘owned’ by private companies(e.g. private hosting
providers, newssites ‘owned’ by companies, etc.). There are questions about whether or how much
governmentsshould and can regulate speech on the Internet. Have alook at Chapter 5, Background
Information, on freedom of expression.

= You may want to explain that human rights law, and freedom of expression, is really about how
governments should behave. Limiting freedom of expression on the Internet is often more compli-
cated because much of the Internet is ‘owned’ by private companies (e.g. private hosting providers,
newssites “owned” by companies, etc.). Familiarise yourself with the key pointsrel'ebted in Chapter
5, Background Information, on freedom of expression or the section ‘Freedom of expression and
information’ in the Guide to Human Rghtsfor Internet Users.

= Tryto [hd out before you start the activity whether any of the cases would be illegal under your
national laws.

- It maybeuseful to end the activity by considering other waysof responding to the cases. Referto the
material on the campaign No Hate Speech Movement in Chapter 2 for some suggestions. Remind
participantsthat removing o@ding material, or the site,isnot the only response! It can also be very
dilfdult to implement practically, given the amount of material posted online.

VARIAtiOnS

The case studies could be performed as arole play: each small group could prepare one of the scenarios
and perform it to the others. Discussion about the most appropriate response would then take place in
the group asawhole.

ideASfORActiOn

How much do participantsknow about their parliamentary representatives? They could do some research
into public statements they have made about minorities or other vulnerable groups, and then write to
express their support or their disagreement. An individual letter from everyone in the group might even
prompt aresponse!

Discuss with the group possible actions to take if any of the participants encounters racist posts online.
Develop together some argumentsand short messagesthat participantscan use whenever they (A hate
speech examplesonline.
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cASeSfORdiScuSSiOn

1. Agroup called ‘Reclaim our nation’ setsup awebsite proclaiming ‘traditional values. Many of the posts
areracist. The siteattractsalarge number of commentsand aheated discussion. Some of the discussion
containsvery abusivelanguage, but thereisalarge community of commenterswho object to theracist
ideology of the site.

{Should anything be taken olfihe?If so, how much and why?
Il not, what else could be done?

2. Nikolay, a politician uses his personal website to call for the eviction of a Roma community in hiscon-
stituency, and blaming them for high crime levels. Following hiscalls, there are anumber of attackson
Romaaround the country. Much of the mediabeginsprinting storieswhich feature crimescommitted
by Roma—but not the crimescommitted against them.

{Bhould anything be taken olfihe?If so, how much and why?
{H not, why not?What else could be done?

3. On apersonal blog, Rory posts a cartoon showing a well-known politician with blood dripping from
his Ebers, and dead bodiesall around. Many people comment, mostly supporting the cartoon.
{Bhould anything be taken o[fihe?If so, how much and why?
<[ not, why not?What else could be done?

4. Hlapostsavideo on her publicprold which makesfun of disabled people, portraying them asincom-
petent ‘alien’ beings. Ste statistics show that almost no-one has viewed the video, and there are no
commentsfrom visitors.

{Bhould anything be taken olfihe?If so, how much and why?
{IH not, why not?What else could be done?

5. Ajournalist seesthe video (in example 4)and startsacampaign to have Bla's prolTeé removed from the
social mediasite Asaresult the video getsthousandsof hits. People start commenting that thisis“the
best video ever”, “we should start being realistic about disabled people”, and so on.

{Bhould anything be taken o[%ihe?If so, how much and why?

T not, why not?What else could be done?

6. Ditta,awell-known celebrity, postsan article on an online newssite claiming that transgender women
are“an abuse against humanity”. Awebsiteisset up to ‘bring down Ditta’ with detailsabout her personal
life. She startsreceiving hundreds of personally abusive emailsand tweets. Some include threats.
{Bhould anything be taken oliihe?If so, how much and why?

L not, why not?What else could be done?
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g ROuUP x

Participantsmap rightsfrom the European Convention on Human Rights
against aseriesof abusescommonly experienced by young Roma.

tiMe
60’

THEMES RACISM AND DISCRIMINATION, HUMAN RIGHTS, PRIVATELIFEAND SAFETY
COMPLEXITY Level 4
GROUPSIZE 12-24
TIME 60 minutes

OBJECTIVES [ETo consider how victims of hate speech are often deprived of numerous other
human rights
J[ZTo raise awareness of Roma rights and the human rights abuses they commonly
experience
J{ITo relate therightscontained in the Euiropean Convention on Human Rights(ECHR)
to real examples of abuse

MATERALS <[Z@opies of the information about Group X (one copy for each small group)
J[[Several copies of the ECHR (abbreviated version). You will need at least 2 copies
for each small group
-Elipchart paper and marker pens
[Scissorsand glue (optional)

PREPARATION  <[“Brepare apiece of Lipchart paper for each small group. Sick theinformation about
Group Xin the middle of the [idchart paper.

inSt RuctiOnS

1. Read out the story about Group X (page 76). Explain that all the examplesin the narrative are
typical experiencesfor people from aparticular minority,aminority which doesnot haveitsown
country, but which existsin many countries of the world. Give participants the chance to guess
the minority, and then conlitin that the examplesare all typical of Romaexperiencesin countries
throughout Europe.

2. Ask for brief reactions to the text. Explain that most of the examples are illegal under human rights
law and illegal in every country in Europe. Refresh participants memory, if necessary,on human rights
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generally and on the European Convention on Human Rghts(ECHR), in particular. Use the background
information on page 201.

3. Explain that participants will work in small groups (4 - 5 people) and will use an abbreviated version
of the ECHRto map the examplesin the text to rights contained in the Convention.

4. Hand out copiesof the ECHRto everyone, and read through it together if participantsneed reminding.
Address any questionsrelating to the content of the rights.

5. Ask participantsto create small working groups—about 5 peoplein each group —and give each group
one of the pieces of @chart paper with the text about Group X. Ask them to mark on the Echart
paper, near the text, any connections between parts of the child’s story and speci@human rights.

6. Give groups about 20 minutes to complete the mapping. Sick up the Chished Echart paperson
the wall and give participantsthe opportunity to look at those done by other groups—and note any
similarities or dillgrences.

7. Proceed to the debriellny.

deBRiefing

Bring participantsback to the group and use some of the following questionsto debrief the activity.
= \Were you surprised by the number of dilf8rent abuses which members of the Roma community
commonly experience? Do you think any / all of these exampleshappen in this country?
- Haveyou ever heard or witnessed any examplesof abusive speech against Romacommunities?Have
you seen anything online?
= Imagine you came across a nasty comment about Roma people on someone’s online prolld on a
social network: what would you do?Do you thinkit would makeadi@enceifpeoplestarted object-
ing to such comments, or posting positive storiesinstead?
Use some of the following questionsto explore any prejudices participants may have about Romapeople:
- Those who drew up the Universal Declaration on Human Rghts (and the ECHR) thought that we
should never make judgementsabout someonebased on which ‘group’ they belong to. Do you agree?
= What do you think about the child’s comment that there are criminals in every community, but yet
we don’t use that to say that everyone in that community must be a criminal? Why do we say that
about ‘all Foma’ if we don’t know ‘all Roma’'?
- Thosewho drew up the UDHRalso thought that there were certain thingswe shouldn’t do to anyone,
however they may have behaved. Do you agree?
- How do you think you would feel if you were constantly abused by othersin the community? How
might you behave?
= What do you know about the life of Roma communities?\What about the problemsthey face?

tiPSf ORfAcil it At ORS

: You may [l that many participants have strong prejudices about Roma. Try to avoid discussing
this before the groups have worked on the Echarts. Use some of the questionsin the debrieE\g
to explore this after the activity.
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= \When groupswork on the Echarts, tell them they can use any method to illustrate the links with
human rights: they can cut up the information sheet or cut out the cardsand stick them on the (ip-
chart paper. Or they can use marker pensto write up articles, draw arrows, and so on. If they run out
of cardsrepresenting particular rights, tell them to use their imagination to illustrate further links!

- Thenarrativeisnot really areport from a Roma child, but each of the examples spoken about isvery
real in nearly every European country. You could use some of the links at the end to talk more about
the abuses described.

= Youmaywant to explain to participantsthat not all the human rightswe possesshave been included
on the cards. The ECHR covers only some of our human rights, and only some of the rightsin the
ECHRhave been included.

- Use the resource sheet ‘Rghts Engaged’ on page 77 to feed back on the prepared Echarts. Note
that many of the abusesin the story engage more than oneright, and that nearly all of them engage
theright to be free from discrimination.

= Remind participantsthat human rightsabusesareslightlydi@ent from ‘normal’ crimes:they applyto
the behaviour of governments, or those in o[ idial positionssuch asteachers, police ol idersor prison
olidials. Public ol idials have responsibilities not to abuse people, but they also have responsibilities
to make sure that people are not abused by others. If the police do not take acomplaint about abuse
seriously, they may be failing in their human rightsresponsibilities.

VARIAtiOnS

The activity could use the Universal Declaration on Human Rghtsinstead of the European Convention.

ideASfORActiOn

Ask participants to research the situation of Roma people in their country. Dill&rent groups could work
on dill&rent topics.

Alternatively, participants could monitor sites they visit frequently, looking for negative com-
ments about Roma. Examples could be submitted to Hate Speech Watch on the Campaign website
(www.nohatespeechmovement.org/ hate-speech-watch)

You can use the Factsheets about Roma history developed by the Council of Europe to familiarise partici-
pantswith the past and present situation of Roma people across Eirope. More information:
www.coe.int/t/dg4/education/roma/histoCulture_en.asp
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I'm a child from Group X. At school, I've been put in a special class for children with learning disabilities.
We're not allowed to bein ‘normal’ classes. 'm often bullied by other children because I'm Group X—so
are my friends. The teachers don’t do anything about it. Some teachers even pick on us. They never get
punished. In one country, | know that all the children from Group Xwere sent to schoolsfor children with
learning disabilities.

Peopledon’t want usaround. They don’t even know us, they just shout at usor beat usup because of who
we are—or who they think we are. Well, we're children, just like them. And how are we meant to behave if
someone shoutsat usor beatsusup?Should we like them for it?

If we go to the police, they often don't listen. They tell usit must have been our fault because we're all
trouble-makers. How do they know?1 thought the courtswere meant to decide that. The police stop usin
the streets all the time for no reason. They tell us they think we've stolen something and they need to
search us. Sometimes| get stopped 6 timesaweek but I've never stolen anything.

I've heard of people from my community who've been in prison and have been beaten up by prison o[fid-
ers. Why should someone who beats up someone else not be punished? Even prison o[iders are meant
to obey thelaw.

Last summer, groups of people dressed in the same way and singing songs against us marched in our
village. We were all scared and locked ourselvesin our homes. They threw stonesat our homesand beat
some of the young people who tried to send them away. The police did not do anything ...

Members of the government often insult us, as if everyone from Group Xis the same, and everyone in
Group Xisacriminal. Well, we're not. Bvery community has some people who commit crimes. The govern-
ment doesn’t insult everyonein another community,just because afew of them commit crimes. Why can’t
they tell some good storiesabout Group X people who are just like everyone else?

Onthetelevisonand ontheInternet, peoplejust say whatever they want about us. 'm sick of seeing online
groupstelling uswe're dirty or stupid or much worse things. They tell uswe should get out of the country,
go home, and get a job like everyone else. My Dad would love to have a job. No-one will employ him
because he’'s Group X.

How are we supposed to live? How are we meant to feel when everyone says nasty thingsabout us, even
when they don’t know us?It’s hard: sometimes | don’t want to go out into the street because I'm afraid |
might get shouted at or beaten up.
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All examplesare likely to engage theright to be free from discrimination (Article 14 or Protocol 12 of the
ECHR). Other rights which may be engaged:

Special classes or schools for Roma
children

Teachers picking on children

Teachers not being ‘punished’

People ‘shouting at’ Roma, people
marching in the villageswhere Fomalive

People beating them up

The police not listening to complaints

The police stopping and searching
Roma

Prison olfiders beating up Roma
Prison o[iders not being ‘punished’

Members of the government abusing
Roma

Abuse on the Internet / in the media

Not being able to get a job ‘because
you're Roma’

Being afraid to go out into the streets
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Protocol 1, Article 2

Maybe Article 8 (Privatelife). If the abuseisvery bad, maybe Article
3. If it is al'Bcting their education, may also engage Protocol 1,
Article 2

If no-oneistaking complaintsseriously, maybe Article 8 (or Article
3,if the abuseisvery bad). Possibly Protocol 1, Article 2

Maybe Article 8 if the abuse isbad, ishappening regularly, and if
the police are doing nothing about it

Maybe Article 8 if the police are not responding to complaints. If
thebeating up isvery bad or happening regularly, maybe Article 3

Article 8 or 3,depending on how bad the complaint is. If there are
any threatsto people’slife, maybe Article 2

Maybe Article5 (Liberty)if people are being stopped very regularly
for no good reason. Also Article 8 (Private life)

Maybe Article 3if the beating up is very bad. Also Article 8
Maybe Article 3 if the beating up isvery bad. Also Article 8

Maybe Article 8ifthe abuseisvery bad and isali&kting how others
treat Romapeople

Thismay not be astrict violation of human rightsbecause it’'snot
apublic ollidial who is responsible. The abuse would have to be
very bad, and there would need to be formal complaints which
have been ignored by public olfidials.

Maybe Article 8 — particularly if any governmental organisations
are refusing to employ someone because they are Roma

If there isareal threat for Roma children on the streets and the
police are doing nothing about it, this may engage Article 8 or
3(or2)
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huMAnN Right SOnline
quiz
tiMe The activity isa quiz about human rightsonline. It helps participantsto

60’ get to know their rights online by using the Guide to Human Rights for
Internet Users.

THEMES Human Rghts
COMPLEXITY Level 3
GROUPSIZE 6 upwards

TIME 60 minutes

OBJECTIVES +[To understand how human rights apply online
«[fo expand understanding about the universality of human rights
(7o think about human rights protectionsin the online world

PREPARATION  <{iHlandout
{Mhe Guideto Human Rghtsfor Intemnet Users
{“Hensor pencils, one per group

inSt RuctiOnS
OPtiOnAl StARteR(FORgROUps UNFAMILIARw ith hUMAN Rights)

1. Askparticipantswhat they understand by human rights. Write suggestionson a@chart and prompt
with further questions, if necessary. For example:

= Who hashuman rights?

= Can you name any human rights?

- Where do human rights come from?

= Do human rightsapply online?

2. Provide abrief summary of human rights, for example:

Human rights belong to everyone, and they are “laws for governments’. Human rights mean that
governments have to make sure that individuals are protected from unfair treatment, extreme abuse
and violence,amongst other things. Human rightsareimportant because they protect us,and because
they mean we shouldn’t behave towards othersin away that does not respect their rights.

7 8 Bookmarks - Combating hate speech online through human rights education



human r[EHES niElEy uE] glF?EEé;E
MOVEMENT

MAin Activity

1. Explain that the activity isaqui@out human rightsonline and that it involvesateam gameto learn
about therightsthat apply online.

2. Hand out the smplil’&H version of the Guideto Human Rghtsfor Internet Usersor give thelink to it. Give
participantstime to read it though and ask questionsif they do not understand some of therights.

3. When everyone isready, divide the group into teamsof 2 to 6. Give the handout to each team.

4. Tell participantsthat they will play the quiiasateam and they should pick one person who writesthe
answers on a handout. Tell then that they will have about 30 minutesto Cnlsh the quiy using the
Guide asa source for the questions.

5. After they have [Alshed the quio through the correct answers together with participants and
decide who wasthe best team. Correct answersare: 1B, 2A and B, 3B, 4C, 5A, 6B, 7B, 8C, 9C, 10B, 11C,
12C, 13A, 14B.

deBRiefing

ReflectiOnSOnthequiz:
- Which of the questions were the most dilZdult?Why?

ReflectiOnS On huMAn Right S:

= \Were any of the rights particularly dildult to understand?

- Do you think you could “do without” any of these rights?If so, which ones?

= Do you think these rights apply to the online world as well as the “real” world? Can you think of
examples where some of these rights are relevant to online activity?

= Do you think that human rights are respected on the Internet?

ReflectiOnS On hAte SPeech:

= Explain brie@tha’[ hate speech isany ‘expression’ of hatred towards a group or member of agroup
which isnasty, hurtful and likely to lead to violent reactionstowards members of the group. Ask for
afew examplesto clarify.

- Which of the rightsin the quilithight be relevant to hate speech? Why?

- If you were atarget of hate speech online, which rights would you be most likely to need?

= \What can be done about the spread of hate speech online?

tiPSfORfAcil it At ORS

= Participants could work in pairsto convey the rights. This may be helpful to allow them to discuss
what the rightsmean, but it may also add time to the activity.

= Youmaywish to concentrate on one or two of the areasof ‘rel’ektion’in order to exploreissuesmorefully.

= You can learn more about human rightsand human rightsonline from the background information
on page 155.

= You canlearn moreabout thetopicsrelated tothe Guide bylookingin more detail at thebackground section.
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ideASfORActiOn

Ask participantsto write astatusupdate or ablog post that relatesto the Guide to raise awareness about
how human rights apply online.

hANdOUt s

PARt i:int ROduct ORy

1. When wasthe Guide published?
A. 1990
B. 2014
C. 2010.

2. Why wasthe Guide made?

A. To haveatool for Internet users
B. To raise awareness about human rightsonline
C. To get peopleto read more.

3. The Guideisbased on

A. TheLisbon Treaty of the European Union
B. The European Convention on Human Rghts
C. Acollection of good ideas.

4. Who hasto follow the instructions of the Guide?

A. Only BUmember states
B. All countriesin the world
C. All Council of Europe member states

5. What doesthe European Convention on Human Rghtsdo?

A. It secureshuman rights
B. It convincespeople
C. It securesonly adultsrights.

6. Who do human rightsbelong to?

A. People who have behaved well
B. Everyone
C. Only people who pay their taxes.
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PARt ii: AcceSSAnd nOn-diScRiMinAtiOn / f ReedOM Of ex PReSSiOn
And inf ORMAtiOn / ASSeMBIly, ASSOciAtiOn And PARticiPAtiOn

7. When surlihly online or using dilf&kent social network channels, you must not be discriminated
against because of

A. Byecolour
B. Gender and language, for example
C. Using asmartphone or acomputer.

8. What doesfreedom of expression mean online?

A. To have the freedom to express yourself but only in writing
B. To have the freedom to expressyourself in certain channels
C. To have the freedom to express yourself online and to access information.

9. Which of the following isnot included in freedom of expression?

A. Political speech
B. Viewson religion
C. Expressionswhich incite to discrimination, hatred or violence.

10.What doesit mean to have aright to participate online?

A. To have the freedom to choose any website or application but only to participate in
four dil&ent onesat the same time

B. To have the freedom to choose any website, application or other service in order to
form, join, mobilise and participate in social groupsand assemblies

C. To have the freedom to choose any website or application but not be allowed to
protest online.
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PARt iii: PRivAcy And dAtA PROtectiOn / educAtiOn And | it eRAcy
/ childRen And yOung PeOPl e/ effective ReMedieS

11. According to the Guide, everyone hasthe right to education. What doesit mean online?

A. For example, every child should do their homework on acomputer
B. For example, everyone should have accessto newspapersonline
C. Forexample, everyone should have accessto online courses and digital education.

12. Who isentitled to special protection and guidance when using the Internet?

A. Everyone
B. Only children and young people from 14 to 16 yearsold
C. Children and young people.

13. Internet service providers should

A. Gveinformation to people on how to report and complain about interferenceswith their rights
B. Giveinformation to people on how many discrimination casesthere are
C. Giveinformation to people on how many people work work in each company.

14. Who isthe authority to which you need to turn to [£st of all for protection from criminal o hces
committed on or using the Internet?

A. International authorities
B. National authorities
C. European authorities.
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Online PARticiPAtiOn

This activity helps participants to think about the way they use the
Internet and how they participate online. Participants will identify
and scale their level of online participation and also plan what kind of
rolethey would liketo haveonlinein thefuture. Participantsalsolearn
how to address hate speech and how to protect human rightsonlinein
a more effective way.

tiMe
45’

THEMES Internet Literacy, Private Life and Safety, Human Rghts
COMPLEXITY Level 3
GROUPSIZE Any
TIME 45 minutes

OBJECTIVES (£ identify one’s participation level and roles online
{ETo learn how to address hate speech and how to protect human rights online in
amore el’ective way
J[ETo understand the risk that may occur when acting against hate speech online

MATERALS <Big cardboards
{Hipchart paper
{i@oloured pens/ markers
{Bost-its
{opiesof the handout Ladder of participation on page 86

PREPARATION °|Erepare large cardswith online rolesand place them on the [6br. You can write on
them roles such as creator, conversationalist / discusser, critic, collector, “joiner”,
spectator, inactive, viewer and member.

<[Eake copies of the handout on page 86.

inSt RuctiOn$S

1. Explain to participantsthat you have placed cardson the [&lor of the room and that all the cardsrep-
resent dill&rent online roles: creator, conversationalist / discusser, critic, collector, “joiner”, spectator,
inactive, viewer and member. Provide examples of what each role means.
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2. Ask participantsto place themselves on one of the cards according to what they do on the Internet
“in general”. How do they see their role online?How do they participate online?

3. After they have chosen their place, ask them to look around and pay attention to where othershave
placed themselves. You can also ask for examples of actionsparticipantsdo online.

4. Ask participantsto place themselveson the cards again depending on what they do on the Internet
regarding combating hate speech online. After they have chosen their place ask them to look around
and pay attention where othershave placed themselves. You can also ask for examplesof their actions
to combat hate speech online.

5. Ask participants to place themselves on the cards again, according to where they would like
to see their online participation one year from now when it comes to combating hate speech
online. After they have chosen their place you can ask for clari(ichtion of why they have chosen
that specilidrole.

6. Askparticipantsto form small groupsof 2to 4 people. Ask groupsto come up with actionstheywould
like to take to reach the level of participation they have chosen when combating hate speech online.

7. Ask groupsto share their actionswith others.

deBRiefing

= What did you think about the activity?

- How wasit to identify your role online? What did you discover about your online behaviour?

- How wasit to identify your role online regarding actions against hate speech online?

- How wasit to identify what kind of role online you would like to have when combating hate speech?
How wasit to think of things you could do more of online?

= What do you think about these examples of online participation? What is their link to “ollihe” par-
ticipation?Can people participate online asthey do ollihe?

- Isit important to address hate speech online in general? Why or why not?

= How easy did you [k it to think of online actions against hate speech?

= Do you feel that you can freely participate online?

tiPSfORfAcil it At ORS

= You can learn more about online participation in Chapter 5.6, ‘Democracy and participation’ on
page 174.

= You can also learn more about human rights online reading the Guide to Human Rghtsfor Internet
Users, and speciEhIIy the section ‘Assembly, association and participation’. It may also be worth
mentioning the Guide to participantsaswell. Internet usersneed their human rightsto be protected
online. Knowing their rightsand challenging any abusesisimportant in making sure that thishap-
pens. The Guide isaccessible at: www.coe.int/en/web/internet-users-rights/guide.
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ideASfORActiOn

Participants could make their own “map of online participation” to plan how to be more active online and
how to combat hate speech online.

Invite participantsto imagine an activity or action to share with the activists of the No Hate Speech Move-
ment youth campaign.

Thisactivity hasbeen developed duri ngthe@t regional training coursebased on Bookmarks, held in Belgium, October 2014.
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| AddeR Of Online PARticiPAtiOn*

{ZPublish ablog
{ZPublish your own web page
{Zlpload avideo you have created

Creators @®— [llpload audio/ music you have created
{Erite an article or stories and post them
[Zhitiate public discussions or peaceful protests
{Z&tart online campaigns

o {flpdate statuson asocial networking site
Conversationalist| @  J{IRost updateson Twitter, Facebook, etc.

{ZRost ratings/ reviews of a product or service
{ZGomment on someone else’s blog
ntribute to an online forum
" e [EContributeto/ edit articles on a wiki

Gritics rticipate in asurvey about some initiatives, products, etc.
{ZBomment on local / national legislation
{Exiticise public discussions
{Ebbserve and report on the work of public authorities

Collectors @— {llseRSSfeeds
{Note for awebsite online
J[ZAdd “tags’ to web pagesor aphoto

“Joiners” @®—  {[Maintain your pro[f8 on a social networking site
{Aisit social networking sites

J{fRead blogs

J{Ilisten to podcasts
Spectators @®—  “Watch videosfrom other users

J{IRead online forums

{ERead customers' ratings/ reviews
[ERead tweets

* Based on the 2010 model by Bernol:ll. and Li, C. (2010), ‘Social technographicsrevisited —mapping online
participation’. In Participation Models: Gitil&hs, Youth, Online, available at:
www.nonformality.org/wp-content/uploads/2012/11/Participation_Models_20121118.pdf
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OuRRight SOnline

Participants are introduced to the Guide to Human Rights for Internet
Users. They have to analyse key messages and statements of the Guide
e and to re[&ct onitsapplication in daily life.

THEMES Human Rghts, Democracy and Participation
COMPLEXITY Level 2
GROUPSIZE 14-35
TIME 60minutes

OBJECTIVES [fTo explore with participantsthe human rights online of Internet users
[T introduce the simpli version of the Guideto Human Rghtsfor Internet Users
{ETo discuss ways of applying the Guide in daily life
[T re[&kt on participants' role in promoting the Guide

MATERALS < Qopy of the smplil’eH version of the Guide on page 90.
{Hensand paper for note-taking
{Hipchart paper and markers
{Hpace for small groupsto work

PREPARATION < “opy the simplil’eH version of the Guide and cut into 7 partsfor small group work.

inSt RuctiOns$S

1. Make asmall introduction of the Guideto Human Rghtsfor Internet Usersusing the description below,
or the short version on page 206.

2. Bxplain to participantsthat they will read and work on 7 dil8rent areas of the Guide.

3. Divideparticipantsinto 7 small groups. Give each group one areaof the smplil&H version of the Guide
on page 90, and ask them to read it.
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The Guideto Human Rghtsfor Internet Usersis part of arecommendation that the Council of Europe
adopted for its47 member states.

The Guide isthe set of statements and principles regarding the exercising of human rightson the
Internet.

The Guide is particularly helpful to the general public, educators and young people to learn about
human rightsand freedomsonline, their possible limitations and available means of protection.

The Guide doesnot establish new human rights. It isbased on the European Convention on Human
Rights, other Council of Europe conventionsand other instruments of human rights protection.

The Guide describeshow human rightscan be fullllkd and protected in the following areas: “Access
and non-discrimination”, “Freedom of expression and information”, “Assembly, association and
participation”, “Privacy and data protection”, “Education and literacy”, “Children and young people”
and “Eektive remedies’.

The Guide stresses what kind of responsibilities users, public authorities, Internet providers and
online content providers have when it comesto exercising human rightsonline.

4. Ask each group to prepare a short performance re@:ting the human rights from the area they read
about. Ask the groups not to tell each other what their performance isgoing to be about.

. After 15 minutes of preparation, have every group present their performance.

6. Allow afew minutesafter each performance for feedback. Ask the other groupsto guesswhat human

rightsthe performanceillustrated.

7. Then give the group itself one minute for a short explanation of what they tried to rel&kt from the
content they read. Write their ideas or messageson chart paper.

. Repeat thisfor each of the performances.

. Follow to debrie[Al.

(¢}

© 0o

deBRiefing

= How wasthis exercise?

- What new information about your rights have you learnt from this activity?

= Isthereany dilf&rence between human rightso|:lhe and human rightsonline?

- Who hasthe responsibility to apply these rightsonline?

= How can we make sure these rights apply online? What can we do? What should our government
do?What should the website ownersdo?

= After becoming acquainted with the content of the Guide, what would you tell other Internet users
when they come across hate speech online?

= What kind of support one can get from the Guide in combating hate speech online?
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tiPSf ORfAcil it At ORS

= Familiarise yourself with the full version of the Guide to be ready for the introduction and partici-
pants questions.

- Ask participants to concentrate on key ideas they would want to bring to others while creating a
performance.

= While debrieEb, pay attention to the @chart paper with key ideas prepared as aresult of groups
performing.

= When participants discusstheir role in promoting human rights online, ask for specilElexamples of
what young people can do in their daily online activity.

vARIiAtiOnS

If the group feel uncomfortable doing performances, you could ask them to draw the content they read,
or to expresstheirideasin some other relevant and creative way.

ideASfORActiOn

You may establish with your group alist of key points regarding what Internet users should know about
their rightsonline.

You may check with your group who the institutions and organisations protection human rights online
in your country are.

Invite participantsto join the No Hate Speech Movement youth campaign at the European level or in their
own country. They can also prepare a photo, meme or video about human rightsand hate speech online,
based on the ideasthey expressed in their performances.

Astheresult of the activity, participantscan elaborate action planspromoting human rightsonlineamong
their friends, schoolmates, and so on.
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guidet O huMAnN Right SfORiInteRnet uSeRS
SMPLIFIED VERSION

GROUP1

Accessto the Internet and non-discrimination

Anyone should have accessto the Internet without discrimination by gender, age, race, colour, language,
religion or belief, political or other opinion, ethnicity or sexual orientation.

If you live in rural and geographically remote areas, are on alow income and/or have special needsor dis-
abilities, authorities should facilitate your accessto the Internet.

GROUP2

Freedom of expression and information

Anyone hasthefreedom to expressthemselvesonline and to accessinformation online. There can belimits
to thisin case of expressions which incite to discrimination, hatred or violence. You may be able to mask
your identity online, for instance by using a pseudonym; however, in some cases your identity can be
revealed by authorities.

GROUP3

Assembly, association and participation
Anyone hastheright to associate with othersusing the Internet and to protest peacefully online. You may
choose any online toolsin order to join any social groupsor participate in public policy debates.

GROUP4

Privacy and data protection

Anyone has the right to private and family life on the Internet. This includes the con[@entiality of your
private online correspondence and communications. Personal information should only be used online if
people previously agreed to this.

Publicauthoritiesand private companieshave an obligation to respect specilErulesand procedureswhen
they process your personal data.

GROUP5

Education and literacy

Anyone hastheright to education, culture and knowledge online.

You should be supported in developing skillsto understand and use dili&rent Internet tools, and to check
the accuracy and trustworthiness of content and servicesthat you access.
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GROUP6

Children and young people

Children and young people are entitled to special protection and guidance when using the Internet.
You can expect training from your teachers, educatorsand parents about safe use of the Internet.

You areentitled to receive, from authorities, Internet service and content providers, clearinformation about
illegal online content or behaviour which can harm you.

GROUP7

Support and help

Anyone hastheright to receive help and support when their rightsare not respected online, including the
possibility for having accessto acourt.

An Internet service provider (providers of access to online content) should inform you about your rights
and how to complain about violations.

Your digital identity, computer and the data it contains are protected by authorities from illegal access,
forgery and other fraudulent manipulation.
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Pl Ay it AgAin

Thisactivityisbased onaroleplay: someoneisdrawnintoan act of bullying
because of peer pressure. Participantsare asked to replay the scenarioin

tiM . .
éo,e order to achieve a dill8rent outcome.

THEMES Cyberbullying, Democracy and Participation, Racism and Discrimination
COMPLEXITY Level 2
GROUPSIZE 10-20
TIME 60 minutes

OBJECTIVES +[fo understand how bullying works
(7o develop solidarity and empathy for victims of bullying
(7o encourage participants to take action against bullying and hate speech online

PREPARATION  <[Zldfentify 4 volunteersbeforethe activity begins. They will be asked to perform ashort role
playfortherest of thegroup (not morethan 5 minutes). Gvethem copiesof the scenario
on page 95 so that they can prepare beforehand. Help them to get started if necessary.

[‘N1ake sure you have enough space for the role play.

inStRuctiOnS

1. Tell the group that the activity will begin with abrief role play. Read out the following background to
the scenario then introduce the volunteers and invite them to begin the role play.

Scenario:

Albert isquiet and isseen asabit ‘dillerent’. He doesn’t have many friendsand often worriesthat othersin
the classdon’t like him. Sometimeshe playsthe fool to make the other children laugh, and heisvery good
at that (even if the teacher doesn’t always approve!).

After one lesson when he had made all the classlaugh alot, he was approached as he wasleaving school
by Derek and Jared, two of the most popular boysin the class. The three of them laughed together about
hisbehaviour, and then walked home together. Albert felt very proud, asif he'd at last been accepted.
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2. Now run therole play.

3. After therole play, ask participants for their reactions. Prompt with a few questions if necessary, for
example:

— Do you think the scenario isrealistic?
— What do you think about Albert’sbehaviour?
— How do you think Ahmed must have felt?

4. Invite participantsto think about how they might have behaved if they had been in Albert’s position.
Then tell them that the role play will be run again, but thistime you would like to invite othersto step
in and see if they can produce a better outcome for Ahmed (and Albert).

5. Sart theroleplay again (with the same volunteers) but stop it at certain pointsand ask for new volun-
teersto change placeswith one of the characters. You may want to do thisa couple of timesto allow
more people to take part in the activity.

6. Aftertheroleplay,invite everyoneto come up with something elsethat Albert could have posted online
at the end of the original scenario —something which might have helped to repair the damage. This
could beatweet, apersonal message, acomment, or anything else. Then move on tothedebrieEb.

deBRiefing

Make sure participants have come out of their roles, if they took part in the role play. Emphasise that the
following questionsshould be answered from their own point of view, not from the point of view of charac-
tersthat featured in the role play.

- What did you think about this activity?

= \What were the thingsthat made Albert join in with the bullying?

= How easy do you (Al it to resist these pressuresin your own life?

: What if thishappened online? What would be similar?What would be dilérent?

- Have you ever seen postson someone’spersonal pro@, or elsewhere on the Internet, which target

people in the way Albert did in this scenario?
= Isthere anything you can do to stop thingslike thisbeing posted, or lessen their impact?
- Did you learn anything from the activity, or did it make you think about bullying in a dil&rent way?

tiPSfORfAcilit At ORS

= Make sure you are aware of any potential tensionsin the group before running the activity. You may
need to alter the scenario so that it does not rel’ekt any strong negative attitudestowards peoplein
the group. In particular, you may want to change the nationality of Ahmed or change the comments
made by Albert, or you may want to substitute female charactersinto the scenario.

= Be careful when selecting volunteers: try to choose volunteerswho are unlikely to have any relation
to issuesraised in the scenario. Brief the [t volunteersthat the role play doesnot need to belong.

= You may want to allow some time after the role play for people who did not have an opportunity
to participate to make their own suggestions. Running the role play more than 3 timeswill become
repetitive, but people could be asked to describe other possible ways of altering the outcome.
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- If the role play arouses strong emotions among participants, it may be useful to run a further brief
activity before the debrieE\g to allow them to distance themselves from their roles. It is normally
sulfidient to ask them to say their namesout loud or do a quick physical energiser.

- Trynotto oligr your own judgement on any of the behaviour in the role play: use questionsinstead
to make participants see a dil’&rent point of view. It isimportant that participantsfeel free to speak
honestly about their own attitudes or behaviour, including any diﬂultiesthey may feel in not suc-
cumbing to peer pressure.

VARIAtiOnS

Instead of using role play, the example could be used as a case study, with alternative scenarios discussed
in small groups, or in the whole group.

ideASfORActiOn

Invite participantsto develop solidarity messageswith victims of cyberbullying or to draw up alist of sug-
gestionsfor people who feel ‘pressured’ to join in with bullying. These messages could be shared on the
No Hate Speech Movement website www.nohatespeechmovement.org

Draw up an action plan forinstanceswhen participantscome acrosscyberbullying online, either asavictim,
or asan observer. The group could make a pact that they will always do something from the action plan if
they come acrossbullying online.

There are numerous organisations or sites on the Internet which deal with cyberbullying. Make sure that
participants are aware of any support systemsthat they could turn to after the activity, if it promptssuch
aneed. Use a search engine to ['ild local initiatives, or look for general information on the following sites:
www.stopcyberbullying.org and http://yp.direct.gov.uk/cyberbullying .
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hANd OUt (FOR VOLUNt eeRs)

inStRuctiOnS

Prepare a short role play to illustrate the following scenario. It should begin at the moment when Jared
and Derek approach Albert after school. Decide who will play the roles of Derek, Jared, Albert and Ahmed.
= Derek, Jared —popular boysin school. They start the bullying.
- Albert —aboy who hastrouble making friends. He getstaken up by Derek and Jared.
- Ahmed —anew boy, originally from Bhiopia.

St ARt t he ROl e Pl Ay heRe:

AsDerek, Jared and Albert are walking home, they see Ahmed ahead of them, walking alone. Ahmed has
recently joined the class and is from another country. He is teased by some of the children for speaking
thelanguageused in school badly, for being smaller than most peoplein the class,and for hisshabby clothes.

Derek and Jared walk a bit faster so as to catch up with Ahmed. Then they start shouting insults at him,
pulling his bag and asking whether everyone in Bhiopia wears clothes like him, and whether he should
bein the baby classif he can’t speak the language used in the school.

Albert feels very uncomfortable. Derek and Jared keep looking at him, encouraging him to join in and
asking what hethinks.Inthe end, Albert makeswhat he thinksisawitty comment about peoplein Bhiopia
living in treesand speaking monkey language. Derek and Jared laugh alot but Albert can seethat Ahmed
isvery upset and frightened of the three boys.

When Albert getshome, he feelsbad. He knowswhat it'slike to be teased by other children,and what he'd
said to Ahmed had been far worse than anything people had said to him. But it had been good to laugh
with Derek and Jared, and their friendship was worth a lot. He logged onto the Internet and ‘friended’
Derek and Jared. Then he posted his comment about Ethiopiansonto his prolé.
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RAce f ORRight S!

Thisactivity providesabasicintroductiontohumanrightsthroughateam
game. Participantshaveto depict dil[&rent rightstomembersof theirteam

té'(\)/l,e using anything they like —except for words!

THEMES Human Rghts, Racism and Discrimination, Private Life and Safety
COMPLEXITY Level 1
GROUPSIZE 10-16
TIME 60 minutes

OBJECTIVES (&b understand the rights contained in the Universal Declaration of Human Rghts
(UDHR)
J[&To think about human rights protectionsin the online world
&b discuss the links between human rights and hate speech online

MATERALS +[“0opiesof the Rghts Cards: make 1 copy for each team
{dopies of the Guess Cards: make 5 copies of page 100
'pies of the UDHR (summary): make enough copies for everyone
{Hipchart paper and marker pens (optional)
J[E5pace for 2 or more teamsto work separately, ideally in dill&rent rooms
[ facilitators (ideally)

PREPARATION  <[EQut up the Rghts Cards and Guess Cards
{®Nou may wish to copy the ‘Briel’hly card for Collectors, or put the text up on a
Echart/ overhead projector

inSt RuctiOnS

OPtiOnAl StARteR(FORgROUps UNFAMILIARw ith hUMAN Rights)

1. Ask participants what they understand by human rights. Write up suggestionson a [#dchart and
prompt with further questions, if necessary. For example:
— Who hashuman rights?
— Can you name any human rights?
— Who hasto make sure that human rights are respected?
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— Where do they come from?
— Do human rightsapply online?
2. Provide abrief summary of human rights, for example:

Human rights belong to everyone, and they are ‘laws for governments. Human rights mean that gov-
ernments have to make sure that individuals are protected from unfair treatment, extreme abuse and

violence —amongst other things. Human rights are important because they protect us, and because

they mean we shouldn’t behave towards othersin a way that does not respect their rights.

MAin Activity

3. Bxplain that the activity involves ateam game to remind participants of the rights contained in the
Universal Declaration of Human Rights. Outline the aim and rules of the game (page 99) and divide
the group into teams of 5-8 people. Hand out the following to each team:

— Copies of the UDHRsummary

— 2 Guesscards

— Information for Collectors, or write thison a @chart.

— Sheetsof [ipchart paper for each team and marker pens (optional)

4. If participants are unfamiliar with the UDHR give them some time to read the articles and ask ques-
tionsif they do not understand any of therights.

5. Run through the rules (page 99) and make sure everyone understandsthem. Then start the game!

6. When one team has guessed all the rights, or ateam runs out of Guess cards, the game is over. Ask
for feedback and allow participantsto wind down after the heat of the competition! Use some of the
following questionsto debrief the activity.

deBRiefing

ReflectiOnSOn the gAMe:

= Which of the rights were most di[fidult to communicate? Why?

= What conclusions can you draw about communication: why isit often dildult to understand each
other?lsit the fault of the ‘communicator’ or the ‘listener’, or both?

= What emotionsdo you feel towards your team now?What do you feel towardsthe other team?

= Think about competitive games: why do we often attach ourselvesto oneteam rather than another?
Isthisattachment based on reason?Can you think of any parallelsin real life?

ReflectiOnS On huMAn Right S:

= \Were any of the rights particularly dilfidult to understand?

= Do you think you could ‘do without’ any of these rights?If so, which ones?

- Do you think these rights should apply to the online world aswell asthe ‘real’ world? Can you think
of examples where some of these rights are relevant to online activity?

= Do you think that human rights are respected on the Internet?
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ReflectiOnS On hAte SPeech:

= Explain brie@that hate speech isany ‘expression’ of hatred towardsagroup or member of agroup
which isnasty, hurtful and likely to lead to violent reactionstowards members of the group. Ask for
afew examplesto clarify.

= Which of the rightsin the game might be relevant to hate speech? Why?

= If you were atarget of hate speech online, which rightswould you be most likely to need?

= What can be done about the proliferation of hate speech online?

tiPSf ORfAcil it At ORS

. Thegame will be more elektive with 2 facilitators. The facilitatorswill need to make sure that Collec-
torsdo not respond to ‘unolidial’ guesses (for example by shaking the head or looking encouraging).

- Participants could work in pairs to convey the rights. This may be helpful to allow them to discuss
what the rightsmean, but it may also add time to the activity.

= When the Collectorscomeup to receiveanew RghtsCard, remind them that they must hand over any
GuessCardsused. Check what iswritten on the cardsand hand out any new Guesscardsif necessary.

- You may wish to concentrate on one or two of the areasof ‘re(iebtion’ in order to explore issuesmore
fully. Do not try to cover all questions!

« The re[Ektions on team ‘alfllation’ could be used to rel’&kt on other alfliations, for example, on
country or ethnic groups. You could explore the emotional attachments which people often have
towardstheir ‘own’ group, and use that to explore questionsrelating to racism and discrimination.

= In case you have time to talk more about how human rights apply online, you and the participants
could familiarise yourselves with the Council of Europe’s Guide to Human Rghtsfor Internet Users.

VARIAtiOnS

The activity could be run purely as a drawing activity, or purely as a drama activity, or both, asin the in-
structionsabove.

ideASfORActiOn

Ask participants to identify an online news article which features a human rights abuse. Remind them
that human rights abuses are not necessarily ‘ordinary’ crimes: they must indicate a failure on the part of
agovernment to protect people.
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teAMgAMe:Rul eS Of Pl Ay

Aim of the game: to guess all the human rights cards before the other team(s) — or to end up with the
largest number of remaining Guess Cards
Rules:

{Aberson from each team (the ‘Collector’) collectsa human rights card from the facilitator. Their task is
to convey the right written on the card to the rest of their team without speaking. They are allowed to
draw pictures, use gesturesor mime, but cannot use any other propsto communicate theright written
on the card.

{The rest of the team hasalist of the rightsin the UDHRand need to guesswhich human right ison the
card. This should be discussed and agreed by the whole team before an ‘oldial’ guessismade. When
they have agreed on the team’sguess, thisshould be recorded on one of the Guess cardsand given to
the Collector. The Collector then responds.

J{Edr each right,amaximum of 2 Guess Cardscan be used. After that, theright isregarded as‘not guessed’
and the next Collector goes to fetch a new card from the facilitator. They should also hand over any
Guess Cards they have used.

If the [t guesswas correct, the team will be given 2 new Guess Cards.
If the second guesswas correct, they will be given 1 new Guess Card.
If the right was ‘not guessed’ (in 2 guesses), no additional Guess Cards are received.

J[Aldil"&rent Collector should be sent up for each card. When everyone has had aturn, a second round
begins.

LThe game endswhen oneteam hasguessed all cardscorrectly,or when ateam runsout of Guesscards.

Remember!

J{Rbt all rightsare included in the game: there are 30 dilf&rent rightsin the UDHR and only 12 cardsto
guess.

J{Bhch team startsolfakith only 20 guesses. They will need to be careful not to waste their guesses! If they
run out of Guess Cards[tdt, they will lose the game.

BRiefing cARd f ORcOIll ect ORS

You are not allowed to speak when it is your turn to be a Collector! You can draw picturesand use
gesturesor mime to help your team guess what’s on the card. Try not to use other props.

If your team makes an ‘unolidial’ guess — in other words, they don’t write it on a card — you must
not respond! You can encourage them and nod or shake your head if they ask questions about
anything else, for example, ‘are you sweeping the [dor?, ‘are you in prison?, ‘isthat an ice cream?,
but NO SPEAKING!
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gueSScARdS

Guess card

Write your guesshere

Guess card

Write your guesshere

Guess card

Write your guesshere

Guess card

Write your guesshere

Guess card

Wite your guesshere

Guess card

Writeyour guesshere

Guess card

Write your guesshere

Guess card

Write your guesshere

Guess card

Write your guesshere

Guess card

Write your guesshere

Guess card

Write your guesshere

Guess card

Witeyour guesshere

Rac[EHor r[EHR]

hANdOUt s
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huMAn Right ScCARdS

Article 1

All human beings have the same human
rights

Article 2

No-one should be discriminated against

Article 3

Everyone hasthe right to life

Article 5

Everyonehastheright to befreefrom torture

Article 11

Everyone has the right to be considered
innocent until proven guilty

Article 12

BEveryone hastheright to privacy

NO HATE
SPEECH
MOVEMENT

Article 14

BEveryone has the right to ask for asylum in
another country if they are being persecuted

Article 18

BEveryone hasthe right to religious belief

Article 19

Everyone has the right to freedom of
expression (to say what they want)

Article 20

Everyone hasthe right to join an association
and to meet with others

Article 21

Bveryonehastheright to votein electionsand
take part in government

Article 27

Bveryone has the right to take part in the
cultural life of their community
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level 3

ReAding the RuleS

Participantsdiscover thetermsof useor community guidelinesof awebsite
andtakestepstoreportinappropriatecontent tothewebsite. Participants
also discuss what the advantages and disadvantages of reporting are,
particularly in relation to the possibilities of Web 2.0.

t iMe
60’

THEMES Campaigning Strategies, Internet Literacy, Democracy and Participation
COMPLEXITY Level 3
GROUPSIZE Any
TIME 60 minutes

OBJECTIVES understand someof thewaysthat Internet content isregulated,induding ruleswhich
prohibit hate speech online

{£To examinethetermsand conditionsof some popularwebsitesand assesstheir sitability

{ETo discussthe el iettivenessof using onlinereporting mechanismsto combat hate speech

MATERALS <[f0omputerswith accessto the Internet
«[[Bens and the questionnaires on pages 106-107

PREPARATION -py the questionnaire on pages 106-107. You will need 1 copy for each small
group (4 people).

inStRuctiOnS

1. Askparticipantswho makestherulesforthe Internet. Arethere any rules?Where arethey written down?

2. Usesomeoftheinformation on pages105-106 to explain that therearerulesat dil’&ent levels onthe
Internet:there may be rulesset by the ownersof websites (or by hosting providers), there are rules set
by national governments, and there are rulesset by international law, in particular, human rightslaw.
The activity will concentrate on the ['fdt level, the rules set by websitesthemselves.

3. Askif anyone haseverlooked at the ‘rules for websitesthey use! Hasanyone ever made use of them,
for example, reported an abusive comment or post to the website owner, where thisisforbidden by
the rules?Has anyone ever wondered whether thisis possible, or how to do it?

4. Explainthat therulesfor usersof websitesare normally known asthe ‘termsand conditions, and most
websites have them! The terms and conditions can often be a useful tool in combating hate speech
online because many websites have provisions which do not allow it. The problem is that people
do not always make elfective use of the rules, and website owners do not always monitor content
according to their own rules.
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5. Divide participantsinto groupsof about 4 people and give each group a copy of the questionnaire on
page 106-107. Explain that each group should select awebsite that they use frequently, and try to work
through the questionnaire. If necessary, run through the questionsquickly with the group to make sure
that participantsknow what they should belooking for.

6. Gve them about 20 minutesto complete the task then bring them back for the debrieEb.

deBRiefing
Begin by running through the questionnaire, comparing what participantsfound.

= Were there signi@nt dill&rences between your results, for example, in the kind of content that is
permitted or the ease of reporting?

- Did anyone [Bd a ‘perfect’ example of termsand conditions?

= Did any group feel that the termsand conditionswere wholly inadequate, either because they did not
address hate speech, or because the rules and reporting procedure were too complicated?

= Now that you have looked at the termsand conditions, do you think you would ever report an abusive
post on awebsite?Why, or why not?

= \What if no-one ever reported abusive posts!?

= Doyouthinkthat asusersof awebsite you might be abletoimprovethetermsand conditions,orensure
that they are more rigidly observed?How could you do this?

= \What else can you think of that could make reporting moreel&ktive?For example, isthereanydi@enoe
if one user reportsinappropriate content or if 1,000 usersdo it at the same time?What if a company,
which usesthiswebsitefor advertising, threatened to withdraw the advertising from the website unless
the website took ol“the abusive information?

= Can you think of some other waysof responding to hate speech online, apart from using the reporting
procedure?\When might other methods be more appropriate?

tiPSfORfAcil it At ORS

- Youmaywant to runthrough an examplewith participantsbefore asking them to do their own research.
You could select awebsite and illustrate how to Al the termsand conditions, and how to scan them
quickly for relevant clauses. Note that not all siteswill have termsand conditions,and sometimesthese
may be called something else, for example ‘community guidelines or ‘posting guidelines. Participants
should make anote when thisisthe case.

= Youcan select sitesfor participantsto make surethey all look at dil&rent sites, oryou could givethem afew
minutesbeforethey start the research to decide on their site. Try to make sure you have agood selection
of sites, for example, a video sharing site, social media site, a central news hub, gaming site, and so on.

= The notes section in the questionnaire can be used to record any other relevant factors, for example,
whetherthereisalinkon thefront page, whether thereisacomplaintsform,whether sitesstatewhether
they will respond to complaintsin a given amount of time, and so on.

- Remind participants that if the terms and conditions are long, they can use a search to look for key
words, such as ‘hate speech’, ‘abuse’, ‘racism’, and other similar wordsand phrases.
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- Going through the questionnairesasagroup may betime-intensive,and boring for some participants!
You could give them 5 minutes after they have done their research to pair up with another group
and compare results. Or the questionnaires could be passed between groups so that they can look
at them before the discussion begins.

- BEmphasise to participants that it is important to know about a website’s rules before making a
complaint, but that doesnot mean they cannot complain about something which theyEH abusive,
and which isnot being dealt with properly by the website (or isnot covered in the termsand condi-
tions). Asan example, you could refer participants to the Sexism Campaign against Facebook. See
www.bbc.co.uk/news/technology-22689522 and www.bbc.co.uk/news/technology-22699761 .

- It is also worth reminding participants that reporting is not the only strategy for addressing hate
speech online, and that it is often not the best strategy. Refer to the information in Chapter 5 on
Campaigning Strategiesfor other ways of responding.

- It may also be interesting to learn more about how human rightsapply online by using the Guideto
Human Rghtsfor Internet Users.

VARIAtiOnS

Participantscould also spend sometime searching the site they have chosen for examplesof hate speech. This
will givethem an ideaof how well thetermsand conditionsare actually working. They could perform searches
onthesite using key wordssuch as‘nigger’, ‘fagot’,‘whore’ or other abusive terms. Thiswill take alittle longer,
but would provide useful material for using the reporting procedure to make a complaint to the website.
Reporting inappropriate content to a website isonly the Ciedt step one can take. Another step isto report
the content directly to a state body dealing with discrimination, or to the police. You can run a variation
of the activity by asking participantsto Lle a complaint about abusive content on awebsite to the police
or other equality bodies existing in your country. NGOs such as INACH are also active in several countries
and use reporting procedures. You can also take the example of True Vision in the United Kingdom:
www.report-it.org.uk .

ideASfORActiOn

If the ‘variation’ above isnot used in the activity, you could ask participantsto explore further the websitesthey
investigated in the activity. They could conduct an analysis of any examples of hate speech they come across,
noting the number of cases,thetarget audiences,and how ‘bad’ the examplesare. IftheyEH asigni@nt num-
ber of cases, suggest some of the following possible courses of action after they have conducted their analysis:
- Post the examples, and the analysis, to Hate Speech Watch and discuss with other activists what
should be done about it. (www.nohatespeechmovement.org/hate-speech-watch)
= Send the worst examples and the analysisto the website owner, using the termsand conditions of
the website to strengthen their complaint.
. If the site is a social media site, they could create a prol& on the site and publicise their re-
sults there (see examples such as www.nohatespeechmovement.org/hate-speech-watch and
https.//en-gb.facebook.com/WOH247 .)
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- Sort theexamplesaccording to how extremethey are (see ‘Saying it worse’ for some guidance). Then
identifystrategiesfordi@ent cases, for example, responding to some of the postsor posterswhere
these are based on false information.

= Checkthe online tool called EJLAIy (www.brightfort.oom/eulaly@.html ) which allowsusersto
scan termsand conditionsand will highlight any interesting language or termsaswell ashighlighting
any key pointsthat users should be aware of.

hANdOUt s

| AWS Regul Ating inteRnet uSe

Most of the Internet isowned by private companies. Even aprivate blog will normally be hosted on a
private server. The company which ownsthe server may decide to restrict the type of thingsposted
on theblog, orit may not! The rulesthat users of awebsite must observe will often be set out in the
‘termsand conditions. They may be very diligrent from one website to another.

Apart from the terms and conditions, there may be laws established by governments which apply
to users of the Internet and website owners. Some examples include laws relating to privacy and
security, or laws covering extreme hate speech. BEven if agovernment doesnot have speci@lawsto
protect people’s safety online, this is often covered by international human rights legislation (see
the example below).

Much of the Internet istherefore abit like ashopping mall or anightclub! Even if there’sno law against
wearing jeans or looking scru@ you can still be turned out of a nightclub if the rules say jeans are
not allowed. In a similar way, websites can also make their own rules for their ‘private space’ on the
Internet. However, their rules must also be compatible with the lawsin the country asawhole.

Example: Gol®nments must protect people online aswell as olfihe

K.u.Efinl And

In March 1999 an advertisement wasposted on an Internet dating site pretending to be from a 12-year-
old boy. It included alink to the boy’sweb page and said he waslooking for an intimate relationship
with aboy of hisage or older “to show him the way”. The boy only found out about the advertisement
when hereceived an e-mail from an interested man. The service provider refused to identify the person
responsible for posting the advertisement, claiming it would constitute abreach of con[dentiality. The
Finnish courtsheld that the service provider could not legally be obliged to disclose the information.
The case went to the European Court of Human Rights. The Court said that the Finnish Sate had failed
initsduty to protect children and other vulnerable individuals. The advertissment had made the child
atarget for paedophiles and had failed to protect hisright to private and family life. (Article 8 of the
European Convention)
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hANdOUt s

| Ay eRS Of | AWS

International law —including human
Website X. rightslaw
owned by a National lawsrelating to privacy,
security, etc.

private

compan
pany \ Termsand conditions set
by the website

queStiOnnAiRe

1. How easy isit to [ld the Terms and Conditions (T&C)?

Very easy Quite easy Dildult Very diliidult

Notes:

2. How easy isit to understand the T&C?

Very easy Quite easy Dilfdult Very dilfdult
Notes:

3. Isit clear what you can do to make a complaint?

Very clear Quite clear Not very clear Very unclear

Notes:

4. Isit clear what they will do when they receilla complaint?

Very clear Quite easy Quite dildult Very dilZdult
| |

Notes:
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hAt e SPeech

5. Isthere anything in the T&Cwhich relatesto hate speech?

Yes No Not sure/ Something else
(] ]

Notes: If the T&Clistsdili&kent typesof abuse, for exampleracist abuse, homophobicabuse, and so on,
makea noteof this.

6. Iscyberbullying mentioned?

Yes No Not sure/ Something else
(] ]

Notes:

in APPROPRIiAt e cOntent
7. DotheT&Csay anything else about inappropriate content, for example,ispornography allowed on
the site?

Yes No Not sure/ Something else
[

Notes:

cOMMunity guidel ineS?

8. Does the website include anything else which tells you what kind of content is encouraged? For
example, abrief statement in amore accessible place, something in the ‘About us’ section, ‘Posting
guidelines’, or something else?

Yes No Not sure/ Something else
(] ]

Notes:
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ROOt SAnd BRAncheS

Participantsexplore the causesand elidets of hate speech online using a
‘problem tree’ approach. Thisactivity can be used as a follow-up activity
totheactivity Group X, or asa standalone activity.

t iMe
45’

THEMES Racism and Discrimination, Human Rghts, Campaigning Srategies
COMPLEXITY Level 2
GROUPSIZE 12-20
TIME 45 minutes

OBJECTIVES +[To understand the causes and e[’&cts of online hate speech
(@ consider the connections between hate speech online and olfihe behaviour
o explore ways of addressing hate speech online by examining the roots of the
problem

MATERALS -ipchart paper and markers
PREPARATION  <[IMlake copies of the ‘Hate speech tree’ (page 111) for participants, or draw onto a

(igchart

inSt RuctiOnS

1. Provide abrief introduction to hate speech online and the Council of Europe Campaign, if thisisthe
[edt activity you run. Use points 1 and 2in the activity ‘Saying it worse’ to introduce hate speech, and
some of the information from Chapter 2 to tell them about the Campaign.

2. Explainthatin orderto understand and respond to hate speech online,we need to seeit asaproblem
with numerous connectionsto other issues, and to the ‘real’ world. In particular, when we are trying
to combat hate speech, it can be useful to look at the underlying causes. Addressing these is often
more e[Ective than trying to addressinstancesof hate speech itself.

3. Show participantsthe ‘Hate speech tree’ and tell them that they will be working in groupsto identify
some of the things which lead to hate speech online (the Toots’ of the tree), and some of the e['&ts
of hate speech (the ‘branches)).

4. Explain how the tree works. Every box which leadsup the tree to another box isanswering the ques-
tion ‘why? Thisistrue for the branchesaswell asthe roots. You could take an example of hate speech
toillustrate thisin more detail (see the Tipsfor Facilitators).
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5. For the roots: when participants work down the tree, starting from the hate speech itself, they are
exploring answers to the question ‘why does this happen? They should [Hlthe ‘roots with as many
reasonsaspossible. Give them aniillustration of how one ‘cause’ will have itsown causes. For example,
ask them why ‘everyone says negative things about certain groups. Prompt with questions about
wherewe ‘learn’ the negative thingswe believe about particular groups (examplesmight include the
media, public [§lures, strong prejudices or ignorance in society asawhole).

6. Forthebranches: here participantsneed to explore the possible consequencesof itemslower down
the branch. Ask them what could happen to an individual or to a group which istargeted by hate
speech. Ask them what might happen asaresult of that.

7. Divide participants into groups and give them a piece of @chart paper to draw their tree on. Tell
them to write the following text, or an example of your own, in the ‘trunk’ of the tree and then to
complete as many branches and roots as they are able to. They should imagine the text has been
posted on the Internet:

“[Group X] aredirty criminals. They steal and they don’t belong here. Make them leave!”

8. Give groups about 15 minutes to complete their trees. Then ask groups to present their results, or
display the trees around the room for people to walk around and look at.

deBRiefing

= Do you notice any interesting dil’&rencesbetween the trees produced by groups?Do you have any
questionsfor other groups?
- How easy did you [l the ‘roots of hate speech? Explain any dilfdulties or dilBrences in opinion
within the groups.
- Did any of your roots or branches go into the ‘real’ world? What does thistell us about hate speech
online?
= Did the activity give you adeeper understanding of the issue? How important do you thinkit isthat
we ['nl waysto stop the spread of hate speech on the Internet?
- Doesthe activity help you to do that? How could you use your problem tree to make hate speech
against [your target group] lesslikely?
To give the activity a more practical focus, you could take some of the roots and brainstorm ideas for
addressing them. For example, if participants have identil’ed ‘prejudice’ or ‘ignorance of Group X asan
underlying cause, ask them how thisproblem could be tackled. Explain that campaign planning often uses
aproblem tree approach to identify ways of breaking the problem down, and [Rbing waysto approach it.

tiPSfORfAcil it At ORS

- Aproblem treeisavery common way of understanding agiven issue at adeeper level. It iseasier to
explain with an example, so you could use adilBrent statement to introduce the trees, for example:
“Young people areidle and sell’sh. They should be hidden from society until they grow into normal
human beings”.
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= When participants work on their own ‘trees), you could provide them with a copy of the handout —
photocopied to A3 —or ask them to draw their own on the mchart paper. The second method will
give them more possibility to extend the rootsand branches further, but may appear more dilfidult
than mng out aset number of boxes. Make sure that groups consider the el‘ectson both individu-
alsand on society.

- Forthestatement to be discussed by participants, you should replace ‘Group X by agroup commonly
targeted by society. You could also take a case of cyberbullying and have an imaginary individual
named asthetarget.

: If participants appear to have missed out important causes or e'8cts, you may want to prompt
them to consider these. You could also provide them with the following list as promptswhen they
draw their trees. They could consider whether the factorsor actorsin thelist have any relation to the
problem, and where they might (finto the tree:

— The media

— Politicians/ public [glres

— Hate speech olfhe

— Littleinteraction between Group Xand the rest of society
— Peer pressure

— Discrimination in the work place

— Economicfactors

— Schools/ education

- You can also [lAd more information about how human rights apply online by having alook at the
Guideto Human Rghtsfor Internet Users. Specilichlly, the section ‘Accessand non-discrimination’ gives
an idea of what kind of rights apply online for those who are targets of hate speech.

ideASf ORActiOn

Participantscould take one of the causesthey have identil’ed and develop astrategy to addressthisprob-
lem. The could select one online action and one ol iihe action to carry out asagroup.

Find out more about how to take action for human rightsonline, by visiting the No Hate Soeech Movement
website or by contacting your National Campaign Committee.

If you need more information about how to take action for human rights, have a look at Compass, the
Council of Europe Manual for Human Rghts Education with Young People, www.coe.int/compass, where a
whole chapter isdedicated to the stepsneeded for taking action.
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hANdOUt s

PROBlI eMt Ree

Violent
attacks against
Group X

People
get hurt
What
could happen
asaresult of
ONLINE Seonlc
saying this?

Everyone elseis
saying negative
things!

No-one gets
punished
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@"%. SAying it WORSe

Thisis an introductory activity to hate speech online. Participants rank
dil'grent examplesof anti-gay hate speech according to which they think
are‘worse’.

t iMe
45’

THEMES Racism and Discrimination, Democracy / Participation
COMPLEXITY Level 1
GROUPSIZE 10-25
TIME 45 minutes

OBJECTIVES +[£lb understand the diligkent forms of online hate speech and assesstheir impact
{£Jo address anti-gay stereotypes and prejudices
<[Zo consider appropriate responses to dilBrent instances of hate speech online

MATERALS +[ZThe cardson page 116
<[Zable or [abr space to lay the cards out in groups

PREPARATION  +[“Mlake one copy of the cards for each small group (4-5 people).
J[f0ut them into cardsand select 11 of these for groupsto discuss (remove one card).

inStRuctiOnS

1. Ask participantswhat they understand by hate speech online. Ask whether anyone hasencountered
hate speech online, either directed towards an individual or towards representatives of particular
groups (for example, gays, blacks, Muslims, Jews, women, etc.) What do people feel when they come
acrossit?How do they think the victims must feel?

2. Explain that the term ‘hate speech’ isused to cover awide range of content:

— Firstly, it covers more than ‘speech’ in the common sense and can be used in relation to other
forms of communication such asvideos,images, music, and so on.

— Secondly, the term can be used to describe very abusive and even threatening behaviour aswell
ascommentswhich are ‘merely’ ol‘éhsive. There may be no universal agreement on what consti-
tuteshate speech but thereisno doubt that it constitutesan abuse and violation of human rights.

3. Introducethe No Hate Soeech Movement, the Council of Europe Campaign against hate speech online,
and tell them that this Campaign isintended to address all formsof hate speech —from the very mild
to the very abusive. Explain that knowing how to respond to hate speech often depends on being
abletoassesshow ‘bad’it is:although all hate speech isbad, some examplescan beworsethan others.
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4. If participants are not familiar with the diamond ranking system, show them how this works (see
the diagram and explanation in Tips for Facilitators). Explain that they will be given a number of
examplesof online postsagainst gay people and should try to rank these from ‘least bad’ to ‘worst’.
The ‘worst’ examples should be those that participants would most like to be completely absent
from afuture Internet.

5. Divide participantsinto groupsand give each group a copy of the cards.

6. Tell them they have 20 minutes to discuss the cards and try to agree about how they should be
ranked. After 20 minutes, invite participants to look at the ‘diamonds’ of other groups. Then invite
them back to the group for the debrieE\g.

deBRiefing

queStiOnSABOut the Activity:

- How did you ['Bld the activity? Was it easy to assessthe dil‘&ent examples?

= \Were there any strong disagreementsin your group, or have you noticed any signiElant dil&rences
between your diamond and that of other groups?

- Did you use any criteriain deciding which cases were ‘worse’? For example, did you consider who
was making the statement or the number of people likely to seeit?

queStiOnSABOut hOW hAte SPeech Online ShOuld Be AddReSSed:

= Do you think statementslike these should be allowed on the Internet?\What are the argumentsfor
and against?

- Do you think there should be dili&rent rules for ‘worse’ expressions of hate? Should any be banned
completely?

= If you think some should be banned, where would you draw the line?

- What other methods can you think of for addressing hate speech online?

= How would you react if you found these kinds of examples of hate speech online?

queStiOnSABOut hOMOPhOBIA

= \Why are homosexuals a common target of hate speech? Can you think of ways of addressing the
prejudice?
- Do you thinkit isfair to treat anyone like this, whatever your personal views may be?

tiPSfORfAcil it At ORS

= You will need to be aware of any strong anti-gay feeling in the group as well as of any participants
who might be upset by the activity (or by other participants). If you think there is arisk of this, try
running the activity ‘Checking the facts' in thismanual (8t or look at some of the activitiesin Gender
Mattersorin Education Pack (www.coe.int/compass).

= You can [Ald more information about the Campaign against hate speech online in Chapter 2, or on
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the campaign website (www.nohatespeechmovement.org). Background information on Hate Speech

Online can be found in Chapter 5.

- You can [ald more information about human rightsonline in the Guideto Human Rghtsfor Internet
Users. &)ecilly the part ‘Access and non-discrimination’ gives more detailed information about
the right to adiscrimination-free Internet.

- The diamond ranking system is a method used to compare dill&rent cases according to ‘best’ and
‘worst’ (or least bad, and worst). Cards should be arranged as in the diagram below, according to
the following scheme:

— Theleast bad example should be placed at the bottom of the diagram (position 1) and the worst
example should be placed at the top (position 5in the [edt diagram, position 6 in the second).
Remaining cards should be placed in the other rowswith cardsin ahigher row worse than those
in the row below (cardsin row 4 are worse than those in row 3).

Anormal diamond (using 9 cards) A‘fat’ diamond (using 12 cards)

- The information on Hate Speech Online in Chapter 5 contains some ‘criteria’ for assessing cases of
hate speech. These include the following:
— The content or tone of the expression: this covers the type of language used
— The intent of the person making the statement, in other words, whether they meant to hurt
someone
— Thetarget audience. Thisislessrelevant to thisactivity asthe target audienceisthe same (gays).
— The context of the utterance. In this case this might include the fact that anti-gay legislation is
being proposed (Card 6) or the fact that there is strong anti-gay feeling in the country.
— Theimpact, in other words, what el'&ct the statement might have on individuals or on society
asawhole.
= Youmay also want to provide someinformation about freedom of expression when discussing what
should be done about the examples. You can Cald more background material in Chapter 5. You can
also [lld more background information from the Guideto Human Rghtsfor Internet Users, speciCehlly
in the section on ‘Freedom of expression and information’.
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VARIAtiOnS

The ranking could be done in astraight line instead of asa diamond —in other words, only one card is al-
lowed in each ‘row’. Thisis slightly harder and may take more time.

You can useall 12 cardsbut thiswill need more time, and the diamond will be abit mis-shapen! Alternatively,
you can select 9 cards, removing those you think are least appropriate or useful for your group. The two
diagrams above show how the diamond ranking worksfor either selection.

ideASfORActiOn

In discussing methods of addressing hate speech online, you could show participants the site ‘Wipe out
homophobiaon facebook’ (https://en-gb.facebook.com/WOH247), which useshumour to respond to hate
speech. This site hashasbuilt astrong solidarity movement for gays online.

Join the No Hate Speech Movement to report any examplesof hate speech online. You can use Hate Speech
Watch for this, www.nohatespeechmovement.org .
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1. Said in aprivate email to afriend - asa ‘joke'.

We should just wipe out gays!

3. Comment on a neo-Nalikite, voted up by 576
people

Hitler wasright to send gaysto
the gaschamber
5.An online newspaper editorial complaining about

adecision of the European Court

It’'sasick society that regardsit
as‘natural’ to be homosexual

7.Comment at the bottom of an article by ajournalist
known to be homosexual

F*** you and f*** your mother.

You’reasick b******

9. Popular website ‘outing’ gays; accompanied by a
photo and the name of the school.

Thisperson is GAY. And he’sbeen
teaching children! Complain here

11. Tweet sent by a politician to 350,000 followers

No gaysfrom my old school have
been successful in life

s alIRITTETES r[FE]

2. Petition posted on a Facebook page with over
1,000 ‘friends’

Ban gaysfrom publiclife.
Sign hereto tell our politicians
4.Refrain in an anti-gay song. The online video has

had 25,000 views.

Wipe out gays!

6. An interview with the Home Secretary talking
about aproposal for new legislation

We need to concentrate on curing

gays, not tolerating them

8. Caption to an image of a celebrity known to be
gay; on apersonal blog with few readers.

Gay or retarded?Most gay
people areretarded

10. Anti-gay video suggesting being gay is more
dangerousthan smoking (because of AIDS)

You'll die earlier

12.Cartoon showing astereotypical ‘gay’ with horns
and atail

Homosexuals are possessed
by demons
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level 1

t Al King it Out

The activity uses a ‘['shbowl discussion’ to explore common prejudices

about particular groupsin society, and engages participants to think
tiMe . . .
45 critically about commonly held beliefs and develop arguments against
hate speech.

THEMES Campaigning Srategies, Racism and Discrimination, Internet Literacy
COMPLEXITY Level 1
GROUPSIZE 12upwards
TIME 45 minutes

OBJECTIVES (£ re[8kt on personal prejudicesand negative stereotypestowardscertain groups
{FTo develop argumentsand explore responsesto expressions of hate online
J{To fill gaps in understanding and develop empathy towards groups often
misunderstood by society

MATERALS <13 chairs
[E8pace for participantsto sit in a circle and move around
{Emall slipsof paper and pens
J[ZA hat (or small container)

PREPARATION  +[ZGQut up anumber of small piecesof paper—about 2 for everyonein the group (with
afew in reserve).

{fBe aware of any representativesin the group who may fall into acommon ‘target
group’. If you think there may bedi[(dulties, take individualsaside beforehand and
explain the activity to them. Let them know that they can be a useful resource for
the group, and make sure they do not feel uneasy about the activity.

O | may be useful to prepare a few responses to some of the common concerns or
misconceptionsthe group are likely to raise.

inSt RuctiOns$S

OPtiOnAl StARteR

1. Put the following made-up statements, with the heading “True Facts, on a mchart / slide so that all
participants can read them. You can also make up and add some of your own.
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True Facts:

z

z

z

If all immigrants went back to their own country, there would be enough jobsfor everyone.
Girlsare lessgood at online gamesthan boys.

Scientil&lstudies have shown that Europeans have smaller brainsthan Asians.

Being gay isadisability which can be cured.

. Ask for participants' reactions. After afew responses, tell them that these statementsare completely

made up! Each statement isactually false. Ask for reactionsagain, and explore brie@why participants
believed these statements (if they did!).

. Ask participants whether they have ever read anything online and either known it was untrue, or

wondered if it might be untrue. Did they do anything about it?

MAin Activity

. Explain that alot of hate speech and many racist attitudes are driven by ignorance. People believe or

they are made to believe thingsabout groups of other people that they may never have met! Or they
believe thingsabout whole communitieson the basisof information about just 1 person! When these
beliefs are discussed widely, and go unchallenged, they start to be accepted as ‘fact’. We can forget
where we heard something, and forget that it may have been false, or just someone else’s opinion,
and start believing it ourselves.

. Tell participants that everyone on the Internet can play an important role in questioning ‘facts’ or

opinionsthat they come across. Asking why — or explaining why not —is one of the most important
thingswe can all do to stop the spread of false or maliciousideas. It isalso the best way of arriving at
reliable opinionsfor ourselves!

. Explain that the activity will explore some of the negative ‘facts’ or opinions about certain groups

which have become widely accepted today. Participantswill try to develop argumentsand ‘debunk’
common mythsusing the knowledge and expertise of the group. They should see thisasan opportu-
nity to gain abetter understanding, and an opportunity to share their own knowledge / experience.
Hand out the pieces of paper, two for each participant, and put the remaining pieces in a general
pile, explaining that they can take extra dlipsif needed. Ask participantsto write down any negative
opinionsor statements of ‘fact’ which they have seen expressed about particular groups, and which
they would like to discuss. Give afew examples:

— People should live in their own countriesand not move around the planet!

— Awoman’splace isin the home: women should stop taking jobs away from men.

— The Fomaneed to start living according to the customs of the country they'rein.

. Tell participantsthey don’t have to believe in the statement themselves; they may just want to explore

responsesto commonly held ‘beliefs. The papers should not be signed, and should all be placed in a
hat or other container when ready.

. Place thethree chairsin a semi-circlein front of the group. Only those sitting on one of the chairswill

take part in the discussion; the rest of the group are observers.
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10.Explain that you will begin by inviting three volunteersto join in aconversation. If at any point some-
one else would like to join then they may do so, but asthere will only be 3 conversationalists at any
onetime, someone will have to change placeswith them. Anyone who wantsto join the conversation
should comeforward and gently tap one of the ‘conversationalists’ on the shoulder. These two people
exchange seatsand the original conversationalist becomesan observer.

11. Encourage participants to come forward to express their own opinions, but also to express other
opinions, which are not necessarily their own. In thisway points of view that are controversial, ‘politi-
cally incorrect’, or unthinkable can be aired and the topic thoroughly discussed from many dilf&rent
perspectives. Olghsive or hurtful commentsdirected at individualsin the group are not allowed.

12.Ask a volunteer to pick a question from the hat and start discussing it. Let the discussion run until
participants have exhausted the topic and points are being repeated. Then ask for three volunteers
to discussanother question and start another round of conversationsunder the same rulesasbefore.

13.Discuss as many questions as you have time for. Allow a small amount of time at the end to ‘wind
down’ after the discussion and rel'ekt on the activity asawhole.

deBRiefing

Use the following questionsto allow participantsto re[ekt on whether the activity hasaltered their views,
or given them argumentsto counter examples of prejudice:
- Hasanyone found out anything they didn’t know before?
- Hasanyone’sopinion changed on aparticular group or issue?
- Do you feel more able to engage in discussion with prejudicial views? Do you think you might do
this, either online or oe?Why or why not?
= How could you engagein asimilar discussion online?What would be similar?What would bedil&ent?
- \What can one do when having doubts about abelief they are not sure about?

tiPSfORfAcil it At ORS

= Youwillneedto beveryawareofdi@ent sensitivitiesor alZllationsin thegroup, and should encour-
age participantsto keep thisin mind in their discussions.

- There may be anumber of questionsor statementsthat participants, or you, feel unable to address
directly. Writethese up on aljichart and eitherlookinto them yourself,to feed back later, or allocate
to participantsto research and feed back.

- Ifthe 3conversationalistsdo not appearto be [Akding argumentsagainst prejudicial statements, feel
freeto enter the conversation yourself. Avoid doing thistoo often: it might be worth stopping the con-
versation from time to time and asking if othersin the group feel able to oli& an alternative opinion.

= Itisimportant to keep the discussion open, and for participantsto feel free to express views which
they may themselves hold, or which are viewed as controversial but are commonly expressed in
the media or in society asawhole. At the same time, the conversation should not deteriorate into a
seriesof unkind and unjusti repetition of negative stereotypes. Encourage participantsto adopt
an enquiring tone, and to phrase their commentsin as sensitive away as possible, even when they
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expressanegative opinion about certain groups. Provide them with afew formulations, if necessary,
for example:
— “I'have heard it said that ..”
— “Some people seem to think that ..
— “Can you help me to understand .7’
— “Why might thisview be wrong?’
= Tryto encourage everyone to enter the conversation at some point!

VARIAtiOnS

After gathering questions from participants, you may want to allow time for them to research some of
the comments before engaging in the discussion. The questions/ statements could be distributed and
participants asked to prepare brief argumentsto address the issue. The discussion would then take place
against abetter level of general awareness.

Thisactivity can also be organised asaseriesof activities, for example choosing to look at prejudice ali&cting
a speci|i_¢|group in society in each one of them. Each time you could prepare or ask a group of volunteers
in the group to prepare information about the situation of that speci|1|group in your country.
Participants can produce informative videosthat provide alternative information by comparison to com-
monly held beliefs. Use the No hate Speech Movement website to share these video messagesand inform
other people aswell about the reality.

ideASfORActiOn

Participants could be encouraged to research issueswhich were not fully addressed in the discussion, and
then feed back to the group.

They could begin drawing up a‘myth-busting’ list. Thiscould consist of some of the more common prejudices
about particular targetsof hate together with arguments, information or statisticswhich undermine these
prejudices. Thelist could be posted to the No Hate Speech Movement website to help other online activists.
You could also start developing with the group alist of counter-argumentsparticipantscan use when they
see prejudices or racist speech online. It is also important to discuss how they could present these argu-
ments online, through humour, information or links sharing, and so.
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level 2

the St ORieSthey tell

Participantswork in small groupsto analyseanewspublication, focussing
) on the portrayal of immigrants and immigration. Results are presented
té'(\)/',e asacollage.

THEMES  Racism and Discrimination, Human Rghts, Freedom of Expression
COMPLEXITY  Level 2
GROUPSIZE 20-25
TIME 60 minutes

OBJECTIVES [T look at the way immigrants are represented by the printed media and discuss
how thismay al Tkt society’s attitudestowardsthem
[T identify less obvious forms of racism, such as ‘hidden’ messages, selective
reporting or the use of imagesand how they feed hate speech
[ discuss/ research ‘positive’ stories relating to immigrants and immigration

MATERALS <[“About 3 copies of 5 dillerent newspapers/ magalifes (depending on group si(&)
{Beveral sheetsof [igchart paper
{Niarker pens, glue, scissors
<[IBlenty of space for 4 or 5 groups to work at producing alarge collage
[#Acoessto the Internet (optional)

PREPARATION  <[8tick 4 sheetsof [idchart paper together for each working group.
{fBrovide each group with marker pens, glue, scissors, and copies of one of the
selected newspublications.
{fMake copies of the checklist on page 124 for each group.

inSt RuctiOn$S

1. Ask participantswhat they understand by the following terms:
Stereotype, racism, discrimination

2. Bxplain thetermsbriel3(refer to the background information on pages 166-170 if necessary), making
it clear that:
— Broad generalisations about groups of people (‘stereotypes’) are very rarely true of everyone!
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— When such generalisationsbecome commonly accepted, they are often used to justify discrimina-
tion, victimisation, abuse —and worse.

. Askwhether participantscan name any particular groupswhich are unfairly stereotyped, and are often

thetarget of discriminatory practices, harassment or hate speech. Explain that the activity will look at
the way the media commonly represents one such group, that of immigrants.

. Show participantsthe publicationsyou have selected and explain that they will be working in groups

to analyse the way that immigrants are represented by the media. Tell them that they will need to
think about whether the dill&rent publicationsrepresent immigrants...

— inagenerally positive light

— inagenerally negative light, or

— inaneutral manner.

. Go through the checklist (page 124) and make sure that participants understand what they will be

looking out for when they conduct the analysis. Encourage them to include any other information
they think may be relevant!

. Divideparticipantsinto groupsof 5 or 6 people and give each group 2 or 3 copiesof the same newspa-

per,thelarge sheetsof @chart paper, and pens, glue, scissors, and so on. Explain that they are asked
to use the checklist to identify any possible bias and should then present the results of their analysis
in the form of a collage. They should cut up the newspapers, annotate them, and include their own
imagesor text. Explain that all the collageswill be displayed at the end of the activity.

When the groupshave Cnished, display the postersand give everyone time to walk around and look
at what each group hasdone. Then bring them back for the debrieﬁb.

deBRiefing

N

N

N

Ask participants for their general impressions about the activity: did they [ld it useful / surprising?
What is their general impression about the way immigrants are represented by the media, and do
they believe thisrepresentation is ‘fair'?

If groupsdid not addressthisin their collages, ask what kind of ‘good news’ storiesmight beincluded
to provide an alternative view. Were there, for example, good news stories about ‘non-immigrants?
Why do participantsthink that immigrants have become targets of discrimination, harassment and
hate speech in countries across the globe? How much of a role do the media play in reinforcing
negative stereotypes?

Have participants come across similar biases or intolerant attitudes on websites they visit? Ask for
examples.

What islikely to be the impact onimmigrantsthemselves, their familiesand children, and on society
asawhole of aculture wherethey are “blamed” for many of society’sproblems?How doesthisrelekt
on hate speech targeted at immigrants?

Isthere anything young people can do to promote a more positive view of immigrants? Have they
come across Internet sitesand pageswith positive news about immigrants?
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tiPSf ORfAcil it At ORS

= Try to select newspapersor magalEes which represent a good range of political / cultural views.
It is probable that even those most sympathetic to immigrantswill not be attempting to challenge
or counterbalance strong negative feelingsin society, for example, by reporting ‘good news' about
immigrant communities or individuals.

= Itislikely that many in the group will share the negative attitudesapparent in the publications, and
they may feel that such attitudes arejusti. Encourage participants to voice their own opinions
so that these can be addressed by the group. You may [ it useful to research beforehand a few
‘good newsstories’ that could have featured in the publications, or to look at some of the conditions
in countries the immigrants have arrived from. Ask participants, for example, to imagine they were
young peoplein Iraq or Afghanistan, where war has damaged much of the country.

VARIAtiOnS

Participantscould also undertake an investigation of online newsoutletsinstead of printed publications. It
may be necessary to suggest particular pages, for example, the front page over aperiod of 5days, in order
to limit the amount of possible material. A similar approach could be used with television news.

ideASfORActiOn

Help participants to set up a website or social media pro@ which demonstrates positive stories about
immigrants. They could research some of the particularimmigrant communitiesin their locality, looking at
conditionsin the native countriesor regions, some of the reasonsfor migration, and some of the everyday
stories about immigrants living in a new country. Send the website link to journalists at the newspapers
which were part of the review, and tell them the site wasinspired by the negative image portrayed in their
publication!

You may consider, if you have access to the Internet, looking at the main news websites and running the
exercise directly online. In this case, you can also raise the question related to the role of online forums
linked with online articles, where users can make comments. Sometimesthese commentscan be of arac-
ist nature. In this case, you can discuss with your group whether these forums should be acceptable, and
under what conditions.

You can also make variationsto the exercise, by changing the group it refersto, according to your context.
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checKliSt f ORgROuPS

Are there any photos/ imagesrepresenting immigrants?
[AFe any of them ‘positive’?
[Afe any ‘negative’?

How many storiesdoesthe paper contain which relate to immigrants?
J{Ate there any ‘good news storieswhere immigrantsare shown in apositive light?
J{Ale there any negative stories?

What words are used to describe (any)immigrantsin your paper?
J[Afe these mostly positive, mostly negative or mostly neutral?

Are there any openly racist statements?
[Iflso, are these made by publicglres, or are they the ‘opinion’ of the journalists?

What would you feel if you were an immigrant and reading this paper? Isthere anything you might want
to add or change?
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undeRStAnding hAte
SPeech

Participants look at examples of hate speech and discuss its possible
consequencesfor individualsand society.

THEME Human Rghts, Racism and Discrimination
COMPLEXITY Level 2
GROUPSIZE 10-25
TIME 60 minutes

OBJECTIVES <[£To understand dili&rent forms of hate speech online and their consequences for
victims and society
[#To explore possible responsesto hate speech online

MATERALS <[“Bhotocopies of the examples of hate speech
J{EBapersand pens
{EHipchart paper

PREPARATION  <[‘lake copies of the examples of hate speech.

-@'epare two flipchart papers, with the titles ‘Consequences for victims' and
‘Consequencesfor society’.

inSt RuctiOnS

1. Askparticipantswhat they understand by hate speech online. Ask whether anyone hasever seen hate
speech online, either directed towards an individual or towards representatives of particular groups
(for example, gays, blacks, Muslims, Jews, women, etc.) What do participants feel when they come
acrossit?How do they think the victims must feel?

Explain that the term ‘hate speech’ isused to cover awide range of content:

— Firstly, it covers more than ‘speech’ in the common sense and can be used in relation to other
forms of communication such asvideos,images, music, and so on.

— Secondly, the term can be used to describe very abusive and even threatening behaviour, aswell
ascommentswhich are ‘merely’ olghsive.

2. Explain to participantsthat they will analyse some real examples of hate speech online, looking par-
ticularly at the impact on the victims themselves and on society.
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3. Divide participants into groups and give each group one example of hate speech online from the
case studies (pages 127-130).
4. Askthem to discusstheir case and answer the questions. Tell them they have 15 minutesfor the task.

deBRiefing

Go through each of the examples asking for the groups’ responses. Make a note of responsesto the ques-
tionson a ldchart. If groups give similar answers, indicate this by underlining the (£t instance, or put a
number next to it to indicate that more than one group arrived at the same answer. After all the groups
have presented their results, review the two Echart sheets, and use the following questionsto re[kt on
the activity with the whole group:

= What did you think about the activity? What were your feelings about the example you analysed?

- What were the most common ‘consequences’ of hate speech listed by groups?

- Did the groupstargeted by hate speech in the exampleshave anything in common?

= Were there any similaritiesin the consequences, regardless of the target group of hate speech?

- What might some of the consequencesbeif thisbehaviour spreadsonline,and no-one doesanything

to addressthe problem?
= What tools or methods can you think of for addressing hate speech online?
= What can we do if we come across exampleslike these online?

tiPSf ORfAcil it At ORS

: You can (B more information about the Campaign against hate speech online in Chapter 2, or at
the campaign website (www.nohatespeechmovement.org). Background information on hate speech
online can be found in Chapter 5.

- You can also give participants more information about human rights online by using the Guide to
Human Rghtsfor Internet Users.

vARIAtiOnS

If time allows, participants can be asked to develop solidarity messages for the victims allEcted by hate
speech in each of the examples.

You can use the case studiesto look also at the links between hate speech and freedom of expression. In
thiscase, you could discusswith participantsthelimitations (or lack of ) that could be applied in every case.

ideASfORActiOn

Invite participants to discover the No Hate Speech Movement and join the movement in order to show
they are against hate speech online. They can use the campaign website to share statements regarding
the consequences of hate speech and the importance to stand against it in solidarity with the victims.

If participants have encountered examples of hate speech online, report them to Hate Speech Watch on
the campaign website and discuss these examples with other users. You can also browse together with
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participantsHate Speech Watch and discussthe examplesposted by other users. Participantscould develop
a ‘Charter’ against hate speech online for their school or youth centre. They could also organise a school
day against hate speech and use the existing human rights celebrations to raise awareness about the
problem. They could use 21 March, the International Day against Racism and Discrimination, to organise
eventsagainst hate speech online.

hANdOUt s

exAMPIl e 1:

Ayoung man displaysahuge nationalist party% on hissocial mediaprolldand postscommentssuch
as“Islam out of my country —Protect our people”. He posts photos with the symbol of a crescent and
star in aprohibition sign. He spreadsthisinformation through social mediaand his personal website.
= Who are the victims of hate speech in this example? What consequences does hate speech
have on them?
- What consequencescan thisexample of hate speech have on the peopleidentifying with the
communitieswhere thishappens, and society in general?

ex AMPIl e 2:

A.writesapublication in which he not only demonstratesthat the Holocaust “never happened”, but
also makesabusive and racist remarksabout Jewish people. A. sharesthe publication on hispersonal
blog and on several anti-Jewish websites. A. also includesthe content on online wikis, presenting it
as ‘scientil&linformation’ about the Holocaust.
= Who are the victims of hate speech in this example? What consequences does hate speech
have on them?
- What consequencescan thisexample of hate speech have on the peopleidentifying with the
communitieswhere thishappens, and society in general?
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ex AMPI e 3:

An article by a leading journalist in a newspaper close to the leading political party calls Roma
people “animals’ and calls for their elimination by any means. In the forum connected with the
online version of the newspaper, many commentsare made agreeing with the journalist’sremarks.
The newspaper fails to explain or apologise for the remarks. Other articles appear online which take
the same position and use a similar tone, and an increasing number of people begin commenting in
the forum.
= Who are the victims of hate speech in this example? What consequences does hate speech
have on them?
- What consequencescan thisexample of hate speech have on the peopleidentifying with the
communities where thishappens, and society in general?

exAMPl e 4:

An online campaign is organised suggesting that the economic crisisin the country is the fault of
immigrantsand refugees. Postsbegin to circulate on social mediaplatforms: photographsportraying
refugees as aggressive, images with refugeesin humiliating situations, and comments about how
they steal jobsfromlocal people. Agreat deal of misinformation spreadsthrough social mediasites,
including false statistics showing that immigrants are violent and cause problems.
= Who are the victims of hate speech in this example? What consequences does hate speech
have on them?
= \What consequencescan thisexample of hate speech have on the peopleidentifying with the
communitieswhere thishappens, and society in general?

exAMPIl e 5:

Abusive commentsare posted on various newssites claiming that foreignershave no right to bein
the country. Some of the comments call for violence against non-white foreigners.
= Who are the victims of hate speech in this example? What consequences does hate speech
have on them?
= What consequencescan thisexample of hate speech have on the peopleidentifying with the
communities where thishappens, and society in general?

Bookmarks - Combating hate speech online through human rights education




U TR TR TR @ No wae

MOVEMENT

hANdOUt s

ex AMPIl e 6:

Videosappear online suggesting that LGBT people are “deviant” and “sick” and should be kept away
from society because they destroy the traditions and continuity of the nation. The videos make
reference to ‘scientil’elresearch’ but the references are often misquoted or selective. Some of the
videos show pictures of LGBT families with their children.
- Who are the victims of hate speech in this example? What consequences does hate speech
have on them?
= What consequencescan thisexample of hate speech have on the peopleidentifying with the
communitieswhere thishappens, and society in general?

exAMPl e 7:

Afootball gameisinterrupted because of insultsand chantsby supportersagainst one of the players
seen as“black”. Avideo of the chanting and game being stopped goesonline and isspread widely.
Racist commentsare echoed on several websites. When complaints are raised, anumber of people
supporting the comments claim they have been victims of censorship.
= Who are the victims of hate speech in this example? What consequences does hate speech
have on them?
- What consequencescan thisexample of hate speech have on the peopleidentifying with the
communitieswhere thishappensand society in general?

ex AMPI e 8:

An advertisement for bluejeanshasbeen circulating on the Internet for sometime. It showsascene
whereawoman issurrounded by men. The scene hassexual implicationsbut the overall impression
given isone of sexual violence and rape. In one country, several organisations complain. The news
about the case on the Internet attracts alot of comments, many of them reinforcing the idea that
women are thingsmen can play with and be violent with.
= Who are the victims of hate speech in this example? What consequences does hate speech
have on them?
- What consequences can this example of hate speech have on the people identifying with
communitieswhere thishappens, and society in general?
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